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HOPMATUBHO-METOJUYECKOE OBECIIEYEHHUE

1  ®epepanphblil 3ak0oH oT 27 wronst 2006 roma Ne 149-@3 «O6 nHpopManny, HHHOPMAIMOHHBIX TEXHOJOTHSIX H O 3aIIHTE
HHDOPMAITII;

2. ®enepanbHblii 3ak0H 0T 27 uroist 2006 roga Ne 152-03 «O nepcoHaNbHBIX TAHHBIXY,

3. VYxa3 [pesupenta PP or 17.03.2008 N 351 "O mepax mo oOecredyeHUI0 HHPOPMALOHHOH  0€30IacHOCTH
Poccuiickoi Denepanuu pu HCTIONIB30BaHUH MH(OPMAIMOHHO-TEIEKOMMYHHUKALIIOHHBIX ~ CETeH MeKIyHAapOIHOTO
nH(pOpMaIOHHOTO OOMeHa'"";

4.  Vxa3 Ilpesunenra Poccuiickoit ®enpeparm ot 6 mapra 1997 1. Ne 188 «OO06 yTBep)kKAEHHMH IEepedHs CBEICHHI
KOH(DMISHIINATTLHOTO XapaKTepay;

5. Tlocranosnenue [IpaButenbctBa PO ot 01.11.2012 Ne 1119 "O6 yTBepxkacHIHN TpeOOBaHMHA K 3aIUTE IMEPCOHATHHBIX
JaHHBIX TPU UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX'";

6. IlocranoBmenme IIpaBurensctBa PO ot 21.03.2012 N 211 "OO yTBep)KICHWH IIepedHs Mep, HAlpaBICHHBIX Ha
o0ecriedyeHue BBIIOTHEHHUS 00sI3aHHOCTEH, TpefycMOTpeHHBIX DeniepabHbIM 3ak0HOM 'O NepCoHAIBHBIX IAHHBIX'' ¥ IPUHATHIMU B
COOTBETCTBHM C HHMM HOPMAaTHBHBIMH IIPaBOBBIMH aKTaMH, OIEpPaTOpPaMH, SBIIIOIIMMUCS TOCYIapCTBEHHBIMH HIIH
MYHHULIMOAIbHBIMU OpraHamu'

7.  TloctanoBnenue IlpaBurennctBa Poccuiickoit ®enepanuu ot 15.09.2008 N 687 "OO6 yrBepxknennu [lomoxxeHus 006
0COOCHHOCTAX 00pabOTKM MEePCOHAIBHBIX JAHHBIX, OCYIIECTBIIEMOH 6€3 HCTIOIb30BaHNUs CPEICTB aBTOMATH3aINH

8. HopmaruBHo-meronuueckuii  gokymeHT. CrelpanbHble  TpeOOBaHMS M PEKOMEHIALMHM 110 TEXHUYECKOW 3aliuTe
koH(puaeHmansHoi nHpopmaru (CTP-K). Y1eeprxnen npukasom ['ocrexxomrccuu Poccun ot 30.08.2002 1. Ne282;

9. bazoBas mozenb yrpo3 0€30MacHOCTH MEPCOHATBHBIX [JAaHHBIX MpH  UX 00paboTke B MH(OPMAIMOHHBIX CHCTEMax
nepcoHanbHbIX AaHHbIX. YTBepxkaeHa @CTIK Poccun 15.02.2008 r.;

10. Meroauka ompeneneHnsl AKTYaJIbHBIX Yrpo3 0€30IacHOCTH IEpCOHANbHBIX JaHHBIX NpU HUX o00paboTke B
MH(OPMAIIMOHHBIX CHCTEMaX IepcoHaIbHBIX NaHHBIX. YTBepxaeHa @CTOK Poccun 14.02.2008T.;

11 Tlpukaz ®CTOK Poccum or 18.02.2014 N 21 "OO6 yrBepknennu CocraBa M COAEPXKAaHUS OPraHU3alMOHHBIX M
TEXHUYECKUX MEp M0 00eCcIedeHHI0 6e30MaCHOCTH MEPCOHAIBHBIX JaHHBIX IPH MX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMAaX
MEPCOHANIBHBIX JaHHBIX'";

12. TIpukaz ®CBb Poccun or 10 wmrons 2014 r. N 378 "OO6 yrBepxnenun CocTaBa M COAEPIKAHHUSI OPraHU3AIMOHHBIX U
TEXHUYECKHX Mep MO oOecIieueHnro 0e30MacHOCTH MEePCOHANBHBIX MAaHHBIX MPH HX 00paboTke B WH(DOPMAIMOHHBIX
CHCTEeMaXx IePCOHAIBHBIX JaHHBIX C MCIONB30BAaHMUEM CPEACTB KPUNTOrpadHYecKoi 3amuThl HHOOPMAINH, HEOOXOIUMBIX I
BBITIOJTHEHHST YCTaHOBJIEHHBIX [IpaBurenscTBoM Poccumiickoit @eneparin TpeOOBaHMI K 3alIUTe MEPCOHATBHBIX JAHHBIX I
Ka)KJJOTO U3 yPOBHEH 3alUIIICHHOCTH .



MEPEYEHb COKPAIIIEHUI

APM ABTOMaTH3UPOBAHHOE PaboUuee MECTO

b/l basa (-p1) gaHHBIX

BTCC BcnomorarenbHble TEXHUUECKUE CPEACTBA U CUCTEMBI
NBII Hcrounmk GecriepeboiHOTO MUTaHuS

HC Wudopmarmonnas cucrema

NCTI I Hudopmarmonnas cuctemMa nepcoHaIbHBIX JaHHBIX
UCIIOs «YO ATMP» NupopmanmonHas cucreMa nepcoHaIbHbIX AaHHBIX «YO ATMP» YO ATMP
K3 Kontpomipyemas 30Ha

JIBC JlokaypHas BEIYUCIUTEIBHAS CETh

MO MesxceTeBoit 3xpaH

HCJI HecankimonnpoBaHHbIi oCTyTT

oC OneparoHHast cucteMa

oTCC OCHOBHBIE TEXHIYECKHE CPECTBA M CHCTEMBI

JUDIL:S [lepcoHasnbHbIe JaHHBIE




IMB IporpamMmHO-MaTeMaTUUECKOE BO3AEHCTBHE

1o I[porpammHOe oOecrieueHue

HITO [puxnaguoe [1O

MIOMUH [ToGoyHbIe ANIEeKTPOMarHUTHBIE U3Ty4eHHs 1 HABOJIKH

CBT CpencTBo (-a) BEIYUCIUTEIEHON TEXHUKH

c3u CpenctBa 3anuThl THHOPMAIAH

C3I1dn Cuctema (cuctemsl) 3amursl [1/1H

CK3U CpenctBo KprnTorpa(uyuecKoil 3aIuThl HHPOPMAITUN

VYBIIx Yrpo3b! 6€30MaCHOCTH IIEPCOHATBHBIX TAHHBIX

YO ATMP YnpasieHre 00pa3oBaHus aIMAHICTPAUH TOIMKHHCKOTO MyHHIIMIAIEHOTO paioHa
OCTIK Poccun denepanbHas cayx0a Mo TEXHUICCKOMY M DKCIIOPTHOMY KOHTPOJTIO
SOMUA DJEKTPOMarHUTHBIE U3ITYy4YEHUS

TEPMHWHBbI U OITPEJIEJIEHUA

IT1dH - nrobas nHGOpMALHs, OTHOCAIIASICA K IPSIMO MJIN KOCBEHHO OIPECICHHOMY M ONpelesieMoMy HHU3NUeCKOMY
mty (cyowsexty [1/1H).

O6padotka 1/ - mroboe nmelicTBue (omepalusl) Wik COBOKYITHOCTh ACUCTBUH (Omeparuii), COBEpIIaeMbIX C HCIIOIh30BAaHHEM
CpEIICTB aBTOMATH3ALINH WIIH Oe3 NCIIONBh30BaHMA TakuX cpencTs ¢ [1/1H, Bkrogas cOop, 3ammch, CHCTEMaTH3AINI0, HAKOTUICHHUE,
XpaHeHue, yTOoyHeHHWe (OOHOBIIEHHE, H3MEHEHHE), W3BJIECYCHHE, MHCIIONb30BaHUe, Iepenady (pacrnpocTpaHeHHeE,
IpeloCTaBIeHNE, JOCTYI), 00e3IMurBanue, OJIOKMpOBaHue, yaleHue, yanutoxenue [1/1H.

OmnepaTop - rocylapCTBEHHBIH OpraH, MyHHIIUNAIBHBIA OpraH, FOPUIMIECKOE WIH (PU3HUECKOE JINIO0, CAMOCTOSATENILHO HITH
COBMECTHO C JIPYTMMH JIMIaMH OpraHu3ylomue ¥ (WIM) OCYIIECTBISIOIME OOpaOOTKy MEPCOHANBHBIX JaHHBIX, & TaKkKe
omnpenemstomue neian oopadotku I1/1H, cocras I1/1H, nognexanux o6padoTke, nelicteus (onepanun), copepruaemsie ¢ [1/1H.
O6e3nnuuBanue [1J[H - geificTBUSA, B pe3ynbTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 MCIONB30BAHMS JOTIOIHUTEIIHHOM
MH(GOPMAITIH OTIPEAEITUTE IPHHAUISKHOCTH [1/1H KoHKpeTHOMY cyOBeKTy IT/1H.

bnoxuposanue IIJ]lH - BpeMeHHOe mpekpameHue oOpadoTku II/IH (3a wHCKIOYEHHEM ciydaeB, eciii 00paboTka
HeoOxoamma 1yt yrounenus [1/1H).

Yuunuroxenue IIJIH - neficTBUs, B pe3yJbTAaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM BOCCTAHOBUTH conepkanue [1/11 B
NCTIdu n (nam) B pe3yabTaTe KOTOPHIX YHUUTOXKAIOTCA MaTepuaibHble Hocurenn [1/1H.

UCIIAH - coBokynHocTh coneprkammxcs B B/l I1JJH u obecrnieunBatonmx nx o0OpaOOTKy MH(OPMAIMOHHBIX TEXHOJOTHH |
TEXHUUECKUX CPEJICTB.

VYBITJIH - coBOKymHOCTb YciOBHH (hakTOpOB, CO3MAIOLIMX ONACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIE CIy4aifHOTro,
jpoctyna k IIJ[H, pe3yabTaroM KOTOPOTO MOXET CTaTh YHHYTO)XKCHHE, W3MEHEHHE, OJIOKMpOBaHHE, KOIHMPOBaHHE,
pacnpoctpanenue [1/1H, a Takke HHBIX HECAHKIIMOHUPOBAHHBIX AeHCTBUH pu obpaborke B UCII/IH.

Kondunenumansuocts I1/1H - o0s3arensHoe 11 COOMIOACHHS ONEPaTOPOM WIM MHBIM IMTOJIy4uBIIUM JgocTyn K [T/IH numom



TpeboBaHME HE JOIMYCKATh X paclpocTpaHeHue 6e3 cornacus cyobexrta [1/1H Min HaTuIust ”HOTO 3aKOHHOTO OCHOBAHMSL.
IenoctHocTh wmHGpoOpMaruu - crnocodHocTh CBT wnm  aBTOMaTH3MpPOBAHHOW CHCTEMBI OOecreYrBaTh HEU3MEHHOCTD
MH(OPMAIINH B YCIIOBILIX CITy4aliHOTO WYX MPeTHaMEPEHHOTO UCKaKEHUS (Ppa3pyIIeHIs).

JlocToBepHOCTH (MM @y TEHTHYHOCTB) - CBOMCTBO 00ECTICUeHHs HACHTUIHOCTH CYOBEKTa MIIH pecypca 3asBICHHON WICHTHIHOCTH.
Hctounuk yrpo3sl 6e3omacHOCTH HHPOPMAIIUU - CYOBEKT JOCTyIA, TEPPUTOPHATBGHBIN O0BEKT WK (PU3NIECKOE SBIICHHE,
SBJIIOIIUECS IPUIMHON BOSHUKHOBEHHUS YTPO3bI O€30M1aCHOCTH HH(POPMALIIH.

K3 - mpoctpancTBO (TeppuTOpus, 3h4aHWE, YAcCTh 3/aHUs, MOMEIIECHHE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOe
npeObIBaHUE TOCTOPOHHMUX JIWII, @ TAK)KE TPAHCIIOPTHBIX, TEXHUYECKUX M MHBIX MaTepHATIbHBIX CPE/ICTB.

Hapymurens Oe3omacHoctu I1JIH - ¢du3nueckoe NHUIO cilydyaiHO WM IpPEAHAMEPEHHO COBEpIUAollee ACHCTBUS,
CJIC/ICTBHEM KOTOPOTO SIBJIsieTCs HapylueHne 6e3onacHocTy I1/1H npu nx oopadotke TexHuueckumu cpeacrsamu B ICIT/H.
HCJ] - moctyn x mHdopmanuu wiau JaeiicTBus ¢ uMH(OpMaumed, Hapymialomue NpaBuia pa3rpaHUYEHHUs] JOCTyHa C
MCIIOJIb30BaHUEM LITATHBIX CPeACTB, npenoctasisemMbx MCIIH.

I[IOMUH - 3neKTpOMarHWTHBIE M3TyYCHHUS TEXHHUECKHUX CPEACTB OOpabOTKH 3amumaeMoil mH(GOpMAaIuy, BOHHUKAIOIIHNE
KakK MO0OOYHOE SIBJIICHNE M BBI3BAHHBIC 3JIEKTPUIECKUMHU CUTHAJIAMH, JEHCTBYIOIUMH B MX 3JIEKTPHUYECKUX W MAaTHUTHBIX
[EeNsX, a TaKXE BJIEKTPOMAarHUTHBIE HABOJKHM 3THX CHUTHAJIOB HAa TOKONPOBOISINNE JHMHHUM, KOHCTPYKLIMHM W LENH
MUTaHHSA.

[omp3oBatens nHPOpMaOHHOM cuctemsbl [1/[H - nutto, yuacTtytomee B ¢pyrkruoruposannu UCITJIH unm nconeiyromee
pe3ynbTaThl e¢ (PYHKIIMOHUPOBAHMA.

[TpaBuna pasrpaHUYeHUs JOCTYIa - COBOKYIHOCTh MPAaBHWJ, PErIAMEHTHPYIOLIMX MpaBa AOCTyNa CyOBEKTOB JOCTyHa K
o0beKTaM J0CTyTa.

[TporpammHas 3akiiajKa - KOJ HpOTrpaMMbl, IPEeIHAMEPEHHO BHECEHHBIH B MPOrpaMMy C LEJbI0 OCYLIECTBUTh YTEUKY,
WU3MEHUTh, OJOKHPOBATh, YHHYTOXUTh HHMOOPMALMIO WM YHHYTOXKHUTH M Moauduuumposats [10 HCIAH wu (umm)
OJIOKMPOBATH arIapaTHbIe CPEICTBA.

BTCC - TexHW4YecKHE CpeACTBA W CHCTEMBI, HE IpeNHAa3HAYCHHBIC /s Tepenadn, oOpabotkm u xpaHenums I[1/1H,
yCTaHaBIMBAaeMbIe COBMECTHO C TEXHHYCCKHMH CPEICTBAMHU U CHCTEMaMH, NpeaHa3HauYeHHBIMU A7t 00pabotku [1/1H nmm B
MOMEILEHUX, B KOTOpBIX ycTaHoBIeHbl UCII/IH.

[IporpaMmHOe (IpOrpaMMHO-MaTEeMaTHYECKOE) BO3JCHCTBHE - HECAaHKIMOHWPOBAHHOE BO3JCHCTBHE Ha PECypCH
aBTOMATH3MPOBAHHOI MHPOPMAIIMOHHOM CHCTEMBI, OCYIIECTBISIEMOE C UCIIOIb30BaHUEM BPEJOHOCHBIX IPOTPAMM.
YTeuka (3ammuraeMoi) WHPOpPMAIUKM IO TEXHHYECKHMM KaHaJlaM HEKOHTPOJIHPYEMOE paclpoCTpaHeHHe HH(POpManuu
OT HOCHUTENs 3amyiaemMoil nHpopManuu depe3 (U3MUECKYl0 Cpely [0 TEeXHHYECKOrO CPEICTBA, OCYILIECTBIISIONIETO
nepexBar HH(pOPMaIIKH.

1. OBIIME NOJIOKEHUS

Hacrosimast «Mogenb yrpo3 0e3011acHOCTH NEPCOHANBHBIX JaHHBIX» (nainee Mojens yrpos) mpu ux obpaboTke B

UCI'TAH MyHHOUMIAIEHOM OOPKETHOM JOIIKOJIBHOM 00pa3oBaTeNbHOM YUpeXIeHWH — nerckuil cax Ne 6 «bepeska»

(manee — IOY) conepxut cucremarnsupoBanublii nepedens Y BI1n UCIT/n IOV (nanee - Oneparop).

Hacrtosimas Mopnens yrpo3 sBIseTCS YacTHOH, W pa3paboTaHa ¢ y4eTOM Ha3HAYEHUs, yCIOBHH M OCOOEHHOCTEH

(hyHKIMOHUPOBAHUS JAHHOI CHCTEMBL.

[onoxxerns Mozenu yrpo3 pacnpoCTPaHAIOTCS Ha CEPBEPHOE M KOMIBIOTEPHOE 000pyI0BaHHE, YCTAHOBICHHOE Ha HEro

HIIO, BxiroueHHOE B €QWHBIN CETMEHT JIOKAIbHOM CEeTH M pacroiiokeHHoe B 3maHmm Omepatopa mo anapecy Poccns,

652300, r. Tonkw, yi1. JlyHadapckoro, 24.

Mopgenb yrpo3 conepxut aansble 10 Y BII/IH, cBA3aHHbBIM C:

- nepexBaroM (cbemoM) I[I/[H 1O TEXHMYECKMM KaHalaM C LEJIbI0 HMX KONMPOBAHHUS WIM HEIPaBOMEPHOTO
pacnpoCTpaHEeHHUS;

- HECAaHKLMOHMPOBAHHBIM, B TOM 4uciae ciaydailHeiM, poctynoM B MCII[IH ¢ uenbro U3MeHEHUS, KOIMPOBAHMUS,
HEeMpaBOMEpHOrO  pacmpoctpanenus [IJ[H wiam necTpyKTHBHBIX Bo3aeiicTBuid Ha 3nemMeHThl MCII/IH 1 0OpabaThiBacMbIX B
Hux IIJ[H ¢ ucnonb3oBaHMEM NPOTrpaMMHBIX M MPOTrpaMMHO-aNNapaTHBIX CPEJACTB C LEIbI0 YHHUTOXKECHUS HIU



osoxupoBanus [1/1H.

Monensio yrpo3 HE0OXOAUMO PYKOBOJACTBOBATHCS HA BCEX dTanax >KU3HEHHOTO IHKJIA CHCTEMEI: IPH MPOECKTHPOBAHHH, B

pEeXUMe SKCILTyaTaIii, TIPU IIPOBEACHUN PETIAMEHTHBIX W PEMOHTHO-TIPOGMIAKTIHYECKIX padoT, MOJICPHU3AINN U BBIBOJIE

€€ M3 IKCIUTyaTallHH.

Monens yrpo3 npuMeHseTCs P PEUICHUH CIIeIYIOIINX 3a1aq:

- ananm3a 3amumeHHocTH oT YBIIJIH B X0/1e opraHu3anuy 1 BHIIOTHEHUSA paboT mo obecneueHmro 6e3onacHocTH [1/1H;

- paspaborku cuctembl 3amuthl [1/lH, oOecneumBaromeldl HEHTpaau3alUI0 Yrpo3 C HCIOJIB30BAHUEM METOJO0B M
cnioco6oB 3anutel [1/1H;

- IPOBEIEHHs] MEpONpUATUI, HANpaBICHHBIX HA MNPEAOTBPAIICHUN HECAHKIIMOHUPOBAaHHOTO foctyna (maiee - HCJI)
k [1/I1 u (unn) nmepegayu UX JIUIAM, HE UMCIOIUM IpaBa JOCTYIA K TaKO¥ HH(pOpMAaIIUK;

- HeJONyIlIeHHsl Bo3neicTBus Ha TexHudyeckue cpenacrsa MCIIJIH, B pe3ynpTare KOTOPOTO MOXKET OBITh HapyIEHO HX
(hYHKIIMOHUPOBAHUE;

- KOHTpPOJIA Haja obecrieyeHneM ypoBHS 3amuiieHHocTH [1/1H.

VBIIJIH, conepkaiuecss B Hacrosimed Mopaenu yrpos3, MOTyT YTOUHSATBCS U IONOJHATHCA IO MEPE BBIABICHUS HOBBIX

HUCTOYHHUKOB yTPO3, Pa3BUTHA crIoco00B U cpencts peammsarmy Y BIT/{x B UCIT /.

Jus obecredeHnst akTyadbHOCTH MoJenu yrpo3 MOJDKEH OCYIISCTBISTHCS €€ TUIAHOBBIM (PeryJsIpHBINH) W BHETUIAHOBBIHA

MePecMOTp.

[TmarOBEIi TIEpecMOTpP TPOBOAUTCS B MOPSAKE MPOBEICHUS KOHTPOJS COCTOSHUS 3alIUTHl HH(OpMauH (He peke OIHOTO pas3a B

roxn) [8].

BHeru1aHOBEIH IEPECMOTP JTOJKEH OCYILECTBIATHCS B CITyJasX:

- ¥U3MeHeHusi TpeOoBaHM 3aKoHoparenscTBa Poccuiickoit ®eneparmu B obnactu [1/IH, HOPMATHBHO-TIPaBOBBIX AaKTOB H
METOJIMUECKUX TIOKYMEHTOB, peryaupyronwux 3amury [1J1H;

- u3MeHeHws KoHurypanun u ycaosui pasmererus UCIT/H;

- M3MEHEHHUs B cocTaBe OCHOBHBIX 3i11eMeHTOB MCIIJIH, koTopble MoryT noBnusAth Ha coctaB YBIIIH. K Takum snemeHTam
OTHOCSITCS:

- WHPOPMAIMOHHBIE TEXHOJIOTHH, KaK COBOKYITHOCTh IPUEMOB, crioco00B 1 MeTono nprMerneHns CBT npu oopadotke [1/1H;

- TEXHHYECKHe CpeiCcTBa, ocymiecTBirronme oopadotky 11 (CBT, mHpOpMAIMOHHO- BEIYUCIUTEIBHBIC KOMIUIEKCH H CETH,
CpeIcTBa W CHCTEMBl Iiepenadd, mnpueMa u oOpabotkm  [IJIH, cpeactBa W CHUCTEMBI 3BYKO3AINCH, 3BYKOYCHIICHUS,
3BYKOBOCTIPOWM3BE/ICHUS, MEPErOBOPHBIC W TEJICBU3MOHHBIC YCTPOWCTBA, CPENCTBA H3TOTOBICHUS, THUPAXKUPOBAHUS
JIOKyMEHTOB, JIpyrHe TEXHHYECKHE CpeACTBa 00pabOTKH pedeBoi, rpaduyueckoi, Buieo 1 OyKBEHHO-IIM(BPOBO HH(POpMAILIH);

- mporpammusie cpenctsa (OC, CYB/ u T.1.);

- C3U; BTCC.

Buecenue usmenennii B Mojienb yrpo3 (KOppeKTUPOBKa) OCYIIECTBISIETCs o petienuro OnepaTopa.

2. OIIUCAHUE OBFBEKTA UHO®OOPMATU3AIIUA

2.1 O0mme xapaKTepUCTUKHU CHCTEMbI

UCITr «YO ATMP» noctpoena Ha 6aze IC YO ATMP.

B UCIIdr «YO ATMP» obpabotka [1/]H ocyIiecTBIsIeTCs B CIEAYIOMINX HEIIX:

- cOopa TaHHBIX III MOHUTOPHHTa CHCTEMBI 00pA30BaHIIS;

- cOopa JaHHBIX AJIS OpTaHU3AIMU U BEACHUS OyXralTepCKOTO M HAIOTOBOTO y4ETa, OTIETHOCTH

- TpenCTaBJCHUS Ha HarpakICHHE,

- OpraHU3AaIUH JICTHETO OT/BIXA;

- ojopmIIeHHS TPYHAOBBIX OTHOIIECHHIA.

UCIIa JOY seusiercs UC, obpabateiBaroieil crienmaibHble Kareropun [1/IH coTpyaHMKOB M HE coTpyaHukoB Ormeparopa, B

koTopoii odpadartsiBatores [1/]x meree yem 100000 cyonexToB I1]]H.

Kommuccueii mo onpenenenuro ypoBHs 3amuinerHoctd [1J1H npu nx o6padotke B UCIT/In IOY Ha3zHaueHHOH PUKa30M

ot 01.02.2018 r. Ne 6, Ot mozmeican akT Nel, W yCTaHOBJICHO CIICIYIOIICe:

it UCIIa IOV akTyanbHbl yrpossl 3-ro Tuna [S];

- s UCTTAu JOY Tpebyercs obecrieuenue 3-ro ypoHs 3amumieHHocty [T [5].

B UCIIAun AOY npuHATHS Ha OCHOBAaHMH HCKIIOYUTEIHHO aBTOMAaTH3MPOBaHHOM 00paboTku I1/1H pemenuii, moposkaaronmx

IOpUITYECKHE TOCIIE/ICTBYS B OTHOIIEHUH cyObekTa [1/1H, He rmpeycMoTpeHo.

[epeuens cBeneHM KOH(OUIEHIMATIBHOTO XapaKTepa, MOIeKaIHX 3alHuTe, B TOM uucie, [1/IH yTBep)KIeH PUKa3oM OT

«07» 02.2018 r. Ne 9.

ITepeuens perictBuit ¢ I1/1H, ocymectinsiembix B UCITIu JOY: cOop, 3amuck, cucTeMaTu3allii, HAKOIUIEHHE, XpaHEHHe,

yTouHeHHe (0OHOBIIEHNE, H3MEHEHNE), M3BJICUYEHIE, NCTI0Ib30BaHNUE, Tepeaada (IPeIoCcTaBIeHIe, JOCTYII), YAAICHHE.

Crioco6 06padoTku [1]1H - cMelmaHHbIi, ¢ iepeadyeii o BHyTpeHHEH CeTH IOpUANIECKOTO JINIIA, ¢ iepeaadeii o cetn MHTepHeT.

Tpancrpannunoii nepenauu I1/11 He ocyiecTBiseTcs.

Bb/I pacnionaratorcs B npezernax PO.

2.2 Crpykrypa UCII[In

UCTIAu OV sBisieTcss MHOTOMOJNB30BaTENbCKOM, JokanbHoit C ¢ cuctemoit pasrpannuenust npas gocryna. UCIIn JOY

MMeET MOJKIIOUCHHE K CETSIM OOIIETO IT0JIb30BAHUS U CETSM MEXTyHapOIHOTO HH(POPMAIIMOHHOTO oOMeHa [4].

Bsixon none3oareneit ICIIAH OV B ceTh HHTEpHET OCyLecTBIseTCs Yepe3 Mapuupytizarop Eltex ONT NTP-RG-1402G-W rev. C,

Heceprudmimposansbiii @CTIK Poccun.

Bce xomnonentst UCITIn IOY naxonsrtcs B npenenax K3.



Hoctym x [TIe B UCI1/Ta JIOY pernameHTHpYeTCSL:

- mpukazom ot 07. 02. 202 1. Ne 9;

- mpukazom ot 01. 02. 202 1. Ne &;;

- mpukazoMm oT «01. 02. 202 . Ne 5;.

Iepeuens ammapatabix cpeacts UCIIIr OV npencrasnen B Tabmmie 2.1,
Tabma 2.1 Iepeuens o6opynosanns UCITIx 10Y

HanmeHoBaHMe, KpaTKHe TeXHUYECKHE XaPAKTePUCTUKHU KoJu-Bo
APM coTpyIHHKOB 27
Mapuipynisarop, anmaparubii M 1

2.3 O0BbeKTBI 3aIIMTHI

B oOs3aTtensHOM MOpsAKe MOJUIEkKAT 3aIUTE TEXHUYECKUE M MPOrpaMMHBIE CPENICTBa, MCHOb3yeMble npu oOpadotke [1/1H,

HocuTenn nH(opMaruH, a Taxoke npuMensiemsle C31.

B nepenaye urdopmarmu o JIBC, kpome camoit pu3nuueckoi cpe/ipl epeiadn, y4acTBYIOT aKTUBHBIC CETEBbIC YCTPOMCTBA.

Ha ocHoBaHMU aHANTN3a TAHHBIX, MOJYYCHHBIX B PE3YJIbTaTe 00CIICIOBaHMS, ObUT COCTABICH CICAYIOIIMI HAOOp TPy OOBEKTOB

3aIIUTHL:

1) TIdu, obpabatrsiBacmbie u mnepenaBaembie B HCIIAn JAOY c¢ wucnons3oBanueM obopymoBanus VCII/Ia:

obpabateBacMmas n niepemaBacMast B MICIL/Ia urdopmarms ypoas OC (o0vektsr OC: daitmer OC, B TOM 4YHicie BKIIOYAIOIINC

nHpOpManuo, UCMONb3yeMyl0 NpH HAcHTHGUKANMKH u ayTeHTHHKanuu nonp3oBarencid MCIIAH, mHbOpManus

JKypHaIoB peructpanuu coostiii OC, nHopMaIms o mpaBax AOCTyNa K 00beKTaM (haiiJIoBOH CHCTEMBI).

2) Tporpammuoe okpysxerue MCIT/H:

- cucremuoe [10, cnenmansroe 10 (crieimanbHbIe MPUKIIAIHBIC MPOrPAMMBI, CUCTEMBI 00Pa0OTKU JTAHHBIX, CPEICTBA OOMEHA
JIAHHBIMH U T.I1.);

- IO ympasnenust paboroii kommnoneHT UCITH;

- komMyHHKanuoHHoe I10.

3) Amnmaparroe okpyxenne UCTIu:

-CBL.

2.4 OueHka cyumecTBYIOLIEH CHCTeMbI 3aLIUThI

B Hactosmee Bpems B UCII[Jr JOY ucnomb3yeTcs psag Mep s obecriedeHust THPOPMAIMOHHOH 0e30TacHOCTH.

TexHuuyeckue Mepbl 3a1LMThI

B UCTIda AOY ycranosnens cinenyrormume C3U (Tabmima 2.2)

Tabmwa 2.2. [lepeuens C3U, ncrons3yemsrx B UCITIH «/10Y»

HaumenoBanue C3U dakTHYeCKOe Homep ceprupuxara @CTIK/O®CH
KOJHYEeCTBO Poccuu, cpok geiicTBusi

C3U ot HCJ] HET

Unentuduxarop eToken 5 HeT

Awnrusupyc ESET Endpoint 1

Security 5

C3U «Ctpax NTy», Bepcus 3.0 HET

CK3U VipNet Client KC2, Bepcus 3| mer

(cets 3103 (1OuH KO)

CK3U VipNet Client KC2, Bepcus 3| mer

(cetp 889 (OIIMKO)

Du3nyecKre Mepbl 3aIMThI

Bxox B 31aHuMe, pachosioxkeHHoe 1o aapecy: 652300, Kemeporckast 00, r. Tonku, yi. JlyHauapckoro, 24, OCYIIECTBIISCTCS depe3
KOHTPOJIGHO-TIPOITYCKHOM IyHKT. EJMHBIA MOPSIOK OpraHM3aliy MpOITyCKHOTO M BHYTPH OOBEKTOBOTO PEXHMOB OIpE/eicH
Ipukazom ot «15» mapra 2017r. Ne 33 «O0 opraHH3aIy OXpaHsbl, IIPOITYCKHOI'0, BHYTPH OOBEKTHOTO PEKHUMOB padOTHI B 3/1aHHU U
Ha Teppuropur IOY». Bxoj B nomerieHus, B KOTOPBIX pacronoxkeHsl Texuuueckue cpeacrsa MCII/IH, orpaHuyeHsl 1BEpbMU C
3aMKaMu. [loCTyl B MOMELICHNST UMEIOT TOJIBKO YIIOJHOMOUYEHHBIE coTpyaaukn Onepartopa. B momemniennsix 3nanus padoTaror
JIEXYpHBIE, CTOPOXKA.

Hoctyn corpyanukoB Orneparopa, He AONYIIEHHBIX K oOpaborke IIJ[H B momemeHHs, B KOTOPBIX PaCIOJIO0XECHBI
texauyeckue cpencrsa MCII/IH, ocymecTBisieTcss B MNPUCYTCTBHM JIMIl, Pa0OTAIOMMX B OSTHX MOMeImeHusX. Jlms
MpPeAOTBpANICHUS HEKOHTPOIUPYEMOTO MPOHUKHOBEHHUS MOCTOPOHHHX JIHMI[ B CIYXXEOHBIE MOMEMICHUS COTPYIHUKH B
pabodee BpeMs, MOKHUIAsl CIyKEOHBIE MMOMEIIEHIS, BXOJHBIE ABEPH 3aKPHIBAIOT Ha 3aMOK. 110 okoH9aHMM pabodero mHA
JIBEpPH TIOMEIIEHHHN 3aKPbIBAIOTCS HA 3aMOK, KITIOUH CAAIOTCS ASKYPHOMY, CTOPOXY.

JIoKyMeHTBI Ha OyMa)KHBIX HOCHTEISAX XPAHITCAd B METAUIMYSCKOM ceide M 3aKphIThIX MeTaumiecknx mkadax. OkHa B
MOMEIEHNSIX, B KOTOPBIX IMpou3BoauTcsi obpabortka [1/H, oOopynoBaHbl kamo3u. Pa3melneHne MOHHTOPOB pabO4YHMX MeCT
TOJIb30BaTeN e YaCTUYHO UCKITIOYAET IIPOCMOTP BBIBOIMMOM HH(OPMALHHL.

CepBepHast KOMHaTa PacroNOKeHa Ha TIEPBOM ITae TPEXITAKHOTO 31aHus 1o anpecy: 652300, Kemeposckast 001, r. Torkw, yi. yi1.



Jlynagapckoro, 24. Ha okHe >xamo3u. YcTaHOBIEeHa JepeBsSHHAs IBEeph C 3aMKoM. JIBepu He OIledaThIBAIOTCH.

CurHanm3upyromme yCTpoicTBa He ycTaHOBIIEHBI. CIIMCOK JIMIL, IMEIOLIHX MPABO AOCTYIA B CEPBEPHYIO0 KOMHATY YTBEP)KACH

U pa3MeIleH B MoMelneHuH. IIopsmok JocTyma B CEpBEpHYIO M IPaBiUla MOBEACHMS MEPCOHANA BHEIUTATHBIX CHTYAIHsX

YTBEP)KCH.

Oprasnu3anuoHHbIe Mepbl 3aLlHThI

OnepaTopoM MPHUHSATH CIEAYIONINE IPAaBOBbIEC, OPTAHM3ANMNOHHBIE U TEXHMIECKUE MEPHI 10 00ECTICYEHNIO OE30IacHOCTH

I[IIn npu ux obpadorke B VICII/IH B cooTBercTBMM ¢ [2] u TpeOoBaHMsMU K 3ammure [IJIH ycTaHOBIEHHBIMHU

IIpaBurenscrBom Poccutickoil @enepauyu:

1 Pa3paboTaHbl JOKYMEHTHI, ONpejaeisone MnoauTuky OnepaTopa B oTHOIEHUH 00paboTku [1/{H, NokanbHBIE aKThI 1O
BonpocaM 00padotku [1/1H, a Takxke JIOKaJIbHbIC aKThl, YCTAHABIMBAIOIIME NPOLEAYpHl, HampaBjeHHbIE Ha MpeIOTBpalIeHHE
U BBISBJICHUEC HAapylIeHWH 3akoHonarenscrBa Poccuiickoin Penepanuy, yCTpaHEHUE IOCICACTBUI TAKUX HAPYIICHUN;
PaspaboTtana yacTHas MOJIEJIb YIpo3, B KOTOPOH onpeiereHsl yrpo3bl 6ezonacuoctr [1/1a mpu nx oopabotke B UCITH JIOV.
YacTnuHO NPUMEHSIOTCS TPOLIENIINE B YCTaHOBICHHOM IOPSIKE MPOIERypy oueHKH cootBercTBrs C3U;

HasnaueHo OTBETCTBEHHOE JIMIIO 32 OpraHu3anuio 0opadotku [1/1H;

Hasnaueno momkHOCTHOE mnHIo (paOOTHHK), OTBETCTBEHHOE 3a obecmeuenue OesomacHocTH [1/1H B UIC;

Hasnaueno momxHOCTHOE IO (paOOTHHK), OTBETCTBEHHOE 3a obecredeHne Kpurrorpaduaeckoi 3amuts! [1/1H;
ObecnieunBaetcst BocctanoBineHue [1/1H, MOTUPUIMPOBaHHBIX WIH YHUUTOXEeHHBIX Betenctere HC/I k Hiv;

O6pabotka [1/11 6€3 ncronp30BaHNs CPEJICTB ABTOMATH3ALMH OCYIIECTBIISIETCSI B COOTBETCTBHH C TpeOOBaHMAMH [7];
PaboTHHKY, HEMOCPEACTBEHHO OcylIecTBIsomure 00padoTky [1J]H, 03HaKaMIMBAIOTCS C MOJIOXKEHHUSIMH 3aKOHO/IATENIBCTBA
Poccwuiickoii ®eneparmu o I1/]H, B ToM uncie c¢ TpeboBaHusMu k 3amure IIJ[H, JOKyMeHTaMH, OINpPEENAIOIIMMHU MOJIUTUHKY
Omnepatopa B oTHOmieHHH 00paboTku I1JIH, JOKaJILHBIMH aKTaMHU IO Bompocam 00pabotku I1/1H;

10. Paspabotansl npaBmwia goctyma k [1/1H, oopadateiBacMbiM B UCIIAH IOV, a Takke oOecrieunBaeTCs PETUCTPAIUS U YUET
Bcex JedcTBul, copepmaembix ¢ [T11n B UCIT/IH;

11. TlIpoBeneHa oreHka 3 QEKTHUBHOCTH MPUHUMAEMBIX Mep 0 obecrieueHnto 6e3zonacHocTH [1/1H 10 BBOZIA B SKCINTyaTaINIO
UCTI O J0Y u UCITds A0V,

12, OcymiecTBisieTcss BHYTPSHHUH KOHTPOJb U ayAHT 3a cOOTBeTcTBHEeM 00padoTku [1/IH TpeOoBaHmsM [2] M IPHHSTHIM B
COOTBETCTBMM C HWM HOPMAaTHBHBIMH TIPaBOBBIMH aKTaMH, TpeOoBaHmsM K 3ammre [1/IH, mommtuke OmnepaTopa B OTHOIICHUH
o6pabotku [1/1H, TokansHbIM akTam Oneparopa;

13 TIIpoBeneHa oleHKa Bpeaa, KOTOPBIM MOXeET OBITH mpuunHEeH cyOobekTam [1/IH B cmydae Hapymerus [2]. IIpoBemeno
COOTHOILICHHE YKA3aHHOTO Bpela W NMPUHUMAaeMbIMH MEpaMH, HalpaBICHHBIMU Ha OOECIICUeHUE BBINOJHEHUs 00sS3aHHOCTEH,
MPeTyCMOTPEHHBIX 3aKOHOJATEIECTBOM,;

14.  OcymecTBiseTcs KOHTPONb 32 NPHUHUMAeMBIMH MepaMu 1o obecredeHuro 6esomacHocty [1/1H mpn ux o6paboTke B
NCII A= 0Y;

15. OcymecTBasieTcsl pearnpoBaHye Ha HHIUJEHTHI 0 HHPOPMAITMOHHON 0€30TacHOCTH.

OmnepaTopoM HE HPHUHATH CIEAYIOIIHME NPaBOBBIE, OPTraHU3AlMOHHBIE M TEXHHYECKHE MEpHl IO OOECIIEYCHHIO

oesomacroctu I1JIH mpu mx ob6padorke B HCII[JH B cooTBercTBHM ¢ [2] m TpeboBaHusMu k 3amure [1/H

ycTtaHoBieHHbIMU [IpaBurensctBoM Poccuiickoit deaeparyu:

1 He ocymmecTBisieTcss KOHTPOIb 3a oOHapyxeHueM (axro HCJI x I1/1H;

2. He mpumensercs mexcereBoe 3kpanHupoBanue cermeHTa VCIIJH «YO ATMP» or UCII[H apyrux ormepaTtopos
(TTO1BE€IOMCTBEHHBIX YUPEKICHUI);

3. BwIxox B ceTh HHTEpHET OCyIecTBIsIeTCs Yyepe3 HecepTupunuposanueiit ®CTIOK Poccun M3;

4. He omyOnmkoBaH JOKYMEHT, ompenesomui noautuky Omnepatopa B oTHomeHun obOpabotku I1/IH Ha MHTepHET-
CTpaHHIIE OPTaHU3AIHIH;

5 He Ha Bcex APM u cepBepe ucnojib3yloTcss HeoOxoanmble cepTuduuupoBannsie C3U, coriacHo TpeboBaHUSIM
3aKOHOATeNbCTRa; [11]

6. Omeparopom ucnonb3yrotcess C3U u CK3U ¢ ucrekmumu cepruduraramu coorseTctBust PCTOK u @CB Poccuu;

7. He BO Bcex NMOMEIIEHMSX, B KOTOpPBIX ucnonb3ytoTcs CK3V, BBINOMHSIOTCS yCTaHOBJIEHHBIE 3aKOHOJATEILCTBOM
TpeboBanus; [12]

8. OmepaTtopoM He HpoBOAMIACH OIeHKAa 3(()EeKTUBHOCTH peanu3oBaHHbIX B pamkax C3I1/[lH Mep mo obecrieueHHIO
6e3onmacuoctu [1/1H; [5],[12]

9. B VYBemomienue, OTHNpaBIsieMOE YIIOJHOMOYEHHOMY OpraHy Io 3amure mnpas cyObekro [1/IH, He BHECEHHI Bce
CBEJICHUSI IPEAYCMOTpPEHHBIE cTaTheil 22 [2].

10. Mexay OmnepatopoM U TOJBEJIOMCTBEHHBIMU YUYPEXICHHSIMH HE pa3paboTaHO COIJAIIEHHE O COBMECTHOM

ucnosb3oBanuu MC, C3U, nuadopmarimoHHOM 0OMEHE U BBIXOJIE B CETh MHTEPHET. [2]

3. MOJAEJIb HAPYHIUTEJISI BESOITACHOCTMH I1/In

© 0N Ok WN

31 O6mue nosioxeHnst

Hapymurensamu 6e3omacuoct [1/JH sBastoTcs Ghuzndeckre mia, KOTOpble MpeIHaMEepPeHHO WIIM CIyYaHO COBEPIIAIOT

JIEeUCTBHUS, B pe3yJbTaTe KOTOPBIX HAPYIIAIOTCS 3aJaHHBIE XapaKTepUCTHKH Oe3omacHocTH [1/1H.

ITo npusnaky npunamiexHoctd k UCIIJIH Bce HapyImuTeNnu AeIsITCS HA IBE TPYIIIIbL:

- BHELIHWE HapyWuTeN H (He MMerolue npaBa npedbiBanus Ha Tepputopuu K3, B npenenax KoTopoil pazmeraercs
obopynosanue UCIIn);

- BHYTpPEHHHE HapymuTenu (MMeromue npaso npedsiBanus Ha Tepputopun K3, B npenenax KoTopoi pazmeniaercs
obopynosanue UCIIdn).



3.2 BaemHwuii HapymuTesb Of1Me MoI0KeHUs

BremHnne HapymumTenu - 3T0 HapymmTend, He umeromue goctymna k MCII/IH, peanusyronue yrpo3bl U3 BHENTHUX CeTeH

CBSI3U OOILETO TOJIb30BAHMSA U CETeH MEXIyHapOAHOTO MH(OPMAIMOHHOrO0 oOMeHa. HapymmTensiMu 3TOTO THIa MOTYT

SBIIATHCS:

- KPHUMHHAIIbHBIE CTPYKTYPHI;

- HeZoOpOCOBECTHBIE MTAPTHEPSI;

- BHEITHHUE cyOBEKTHI (prsnueckue uia).

BHemHuit HapymuTens UIMeeT CleIyoIUe BO3MOXKHOCTH:

- ocymectBisate HC/I k kaHanaM CBS3H, BBIXOISILINM 32 MPEIEibl CIIYKEOHbBIX MOMEIICHNH;

- ocymecteiaite HCJl k uHpOpManuu ¢ MCHONB30BAHHEM CIICHUAIBHBIX INPOTPAMMHBIX BO3/CHCTBUI IOCPEICTBOM
MPOTpaMMBbI BUPYCOB, BPEOHOCHBIX MPOTpaMM, alTOPUTMHUYECKUX MU POrPaMMHBIX 3aKJIaJ0K;

- ocymectBiate HCJI uepe3 snementsl uH(popmanuoHHoi uHppactpyktypsl MCII/IH, KoTOpble B Ipolecce CBOEro
JKU3HEHHOTO IIMKJIA (MOAEPHHU3ANHNS, COIPOBOXKICHNUE, PEMOHT, YTHIIN3alKsA) OKa3bIBAIOTCS 3a npenenamu K3;

- ocymecTtBiiaTs HCJI uepe3 UC B3amMoAeHCTBYIOMIUX BEAOMCTB, OPTaHU3ANMHN U YIPEKICHUN PH TMOAKIIOYCHUN K
NCII/H;

- OCYIIECTBIATH CroBop ¢ paboTHumkamu OmepaTopa, KOTOPBIE COTJIACHINCH WIIM OKA3adlCh  BBIHYXXICHHBIMU
OCYIIECTBISITh JEWCTBHA IO XHUILEHHIO, CKPBITOMY KONHMPOBAaHHIO, yHHYTOXEHUIO [1/1H;

- OCYHIECTBIIATH IepexBaT uHpopMmarmu 3a caer [IDIMIH;

- OCYLIECTBIATH H0OBIBaHHE HH(GOPMAIMHU IOCPEICTBOM COLHATIBHON HHKEHEPHH.

3.3 BHyTpeHHUIi HAPYIIUTEb.

O0mme noJ1o:keHAs

BHyTpeHHUMH HapymUTeIsIMH sBIAIOTCS nuia, uMetonre npoctyn k MCII[H, Brumrowas mnoss3oBarenedt HMCII/IH,

peanu3yronux yrpo3sl HenocpeactsenHo B UCIIH.

B03MOXHOCTH BHYTpPEHHETO HapyIIUTENS CYIIECTBEHHBIM 00pa3oM 3aBHCST OT AeicTByonmux B npeaenax K3 pexumHbIX

¥ OPraHM3aIMOHHO-TEXHUYECKHX MEp 3aIIUTHI, B TOM YHCJIE OT YCTAHOBJIECHHOTO IOPSAAKA NOIMycKa (M3MYECKUX JIHIl K

uHpopManumoHHEIM pecypcam MCIIJIH u Mep @O0 KOHTPOJNIO TNOpsAAKa TpoBeneHus pabor. BuyTrpenHue

MOTCHIMAJbHBIC HApYHIMTENN MOAPA3ACIAIOTCS Ha BOCEMb KaTeTOpHH B 3aBHCHMOCTH OT CHOco0a JocTyma |

nosHomMounit nocryna x I1JIx [9].

IlepBas kaTeropus

K mepBoii kaTeropuu OTHOCSTCS JIUIla, UMEIOLe CaHKIIMOHUpoBaHHbIM nocTymn k MCII/IH, HO He nMeromue qoctyna k I1/1H.

K sroMy THIy HapymmTeneil OTHOCSTCS JIOJKHOCTHBIE JMIla, OOecHeuMBaiolIie HOpMallbHOE (YHKIIMOHUPOBAHHE

NCTIdn. JIumo 3Toii KaTeropun MOXKeT:

- HWmers noctyn k ¢parmenram uHpopmanuu, conepxameii [1[[H u pacrnpocTpaHsrolecs: Mo BHYTPEHHUM KaHajlaM
ceszu UCII/IH;

- Pacmonarate ¢parmenramu unpopmanuu o  tomojorud MCIIJ[H (KOMMYHHUKAIIMOHHOW YacTH MOJACETH) U 00
UCIIOJb3yEMBIX KOMMYHHUKAIIMOHHBIX NPOTOKONAX U X CEPBHUCAX;

- pacnojaraTb UIMEHAMHU M BECTH BBIABICHHE MapoJel 3aperuCTPUPOBAHHBIX MOIb30BaTENEH;

- W3MEHATh KOoHpurypanuio texHudeckux cpencts MCIIJIH, BHOCHTH B Hee IpOrpaMMHO-amIlapaTHbIC 3aKIAAKH U
obecrieunBaTh CbeM MH(POPMAIIH, UCTIONB3YS HEITOCPEICTBCHHOE MOIKITIOUeHIE K TeXHuIeckuM cpenctBam UCIIdH [9].

Bropas kaTeropus

Ko BTOpOI# KaTeropuu oTHOCATCSA 3aperucTprupoBanHsle noab3osarenu UCIIH, ocymecTBIsMOMUE OTPAHUYEHHBIH TOCTYI

k pecypcam UCIIIH ¢ pabodero mecta. JIuio 3Toit kaTreropuu:

- o0mamgaer BceMH BO3MOXHOCTSIMH JIUI] IEPBON KaTETOPHH;

- 3HAeT Mo MEHbIIEH Mepe OJTHO JIeraJbHOe UMS AOCTYIIA;

- o0mamaer BceMH  HEOOXOOWMBIMH aTpUOyTaMu (HampuMep, mapoyieM), 00eCIeYHBAIONIIMH OCTYNl K HEKOTOPOMY
noamMHoxecTBy [1/1H;

- pacronaraet KOH(GHJICHINATbHBIMH JAHHBIMH, K KOTOPBIM UMEeT A0cTym [9].

- Tperbs kaTeropus

K tperneil kareropun oTHoOcATCS 3apeructpupoBaHHble nons3zoBarenu WCIIJH, ocylecTBISAIOMIUE yAaNeHHBIH JOCTYH K

[1/1x o noKaIbHBIM U (MITH) paciipe/ieleHHBIM HHPOPMAIlMOHHBIM cucTeMaM. JINIo 3Toi KaTeropuu:

- o0agaeT BceMy BO3MOXKHOCTSIMH JIUI] IIEPBOH M BTOPOI KaTEeropuii;

- pacnonaraet wuHpopmamueidr o tomomoruu MCII[AH ©Ha O0a3ze nokanpHOW ™ (WMIH) paclpeneeHHON
MHPOPMAIIMOHHON CUCTEME, Yepe3 KOTOPYIO OH OCYIIECTBISIET AOCTYII, U cocTaBe TexHndeckux cpencts UCIT/Ix;

- HMeeT BO3MOXXHOCTB MPAMOTO ((hr3mueckoro) gocTymna K ¢pparmenram texaundeckux cpeacts MCIIAx [9].

YerBepTasi KaTeropusi

K uerBepToii KaTeropmm OTHOCSTCS 3aperucrpupoBaHHble moip3oBatenn NCII[H ¢ mOIHOMOYHSAMH aIMUHHCTpATOpa

6e3omacHoctr cermeHTa (pparmenta) UCITIn. JIumo 3Toii kKateropun:

- obmamaeT BceMH BO3MOKHOCTSIMH JIMI] TIPEABITYINX KaTeTOPHIL;

- obmanmaer noyiHOM nHpOpManueit o cucreMHoM u npuknaaaoM 10, ucnonszyemom B cermenre (¢pparmente) MCI/In;

- oOnanmaer monHoi uH(OpManuMell O TEXHWYECKMX CpeAcTBax M KoHpurypanuu cermenra (¢pparmenra) UCIIdH;

- umeer goctyn k C3U u mpoTOKOIUMpOBaHUS, a TAKXKE K OTIEIbHBIM JJIE€MEHTAM, HCIOJIb3YEMBIM B CErMEHTE
(pparmente) UCIIH;

- MMeEeT JOCTYIl KO BCEM TEXHUYECKHM cpescTBaM cermenTa (¢pparmenra) UCII/In;



- o0Omnagaer nmpaBaMy KOHQUTYPUPOBAHHUA M aJIMHUHHCTPATHBHON HACTPOWKM HEKOTOPOTO MOJMHOXKECTBA TEXHHUYECKUX
cpencts cermenra (pparmenrta) UCIIIu[9].

IIaTas kareropus

K msaToit kaTeropum OTHOCSTCS 3apETUCTPUPOBAHHBIE MOJIB30BATENH C ITOJHOMOYMSAMH CHCTEMHOTO agMHHHCTpaTOpa

NCTI . JIuto 370l Kateropuu:

- obmazaer BceMH BO3MOXKHOCTSIMH JIMIL TIPEIBIAYIINX KaTETOPHA;

- oOnamaet moaHOM HpOpMaImel o cucteMHOM 1 pukiagaom [10 UCII1/x;

- o0Omamaer mojHOM MH(pOpPManHMed O TEeXHWYeCKUX cpeacTBax M koHpurypamuu UCIIIH;

- MMeeT JOCTYII KO BCEM TEXHHYECKHM cpencTBaM 00paboTku uHdopmanuu 1 nanasm MCI1TH;

- o0nagaer mpaBaMH KOHQUIYPUPOBAaHUS W aJMHHUCTPATHBHOI HACTpOWKM TexHudyeckux cpencts MCII/H.

CucTeMHBIIl aJIMUHHCTPATOp BBINONHSAET KOH(QUrypupoBaHue u ynpasienue [IO u oOopymoBaHHMEM, BKIIOYas

obopynoBaHHMe, OTBeHawlnee 3a Oe3zomacHOCTh 3amuuiaemMoro ooObekta: CK3U, MoHuTOpMHra, perucrparmy,

apxuBanuy, 3amutel o HCH [9].

lecras kareropus

K mecToii xareropum OTHOCATCS 3aperMCTPHPOBAHHBIC IIONB30BATENN C ITOTHOMOYMSIMH aIMHHHCTPATOpa OC30MacHOCTH

NCI1J#. JInmo 3To# KaTeropu:

- oOmagaer BCEMH BO3MOYKHOCTSIMHA il TIPEIBITYIIIX KaTeropuii;

- obmamaet monHO# HpOpMarueit 06 MCI/IH;

- umeeT goctyn K C3U u npoTOKOIUPOBAHHUS U K YacTU KiItoueBbIX 3neMeHToB MCII/H;

- HE HMMEeT IpaB J0CTyna K KOH(QUIypHpOBaHHIO TEXHUYECKHX CPEJCTB CETH 3a HCKIIOYEHHEM KOHTPOJIBHBIX
(MHCHEKI[OHHBIX).

AnMuHUCTpaTOp 0€30MacHOCTH OTBEYACT 33 COONIOCHNE MPAaBUI pa3rpaHHUYCHUs JJOCTYIIA, 32 TCHEPALMIO KITIOUEBBIX 3JIEMEHTOB,

CMeHy Maposied. AJMUHUCTpaTop 0E€30MacHOCTH OCYLIECTBISET ayAMT TEX K€ CPEACTB 3allUThl O0BEKTa, UYTO U

CUCTEMHBII agqMuHUCTpaTop [9].

Ceabmasi kKaTeropust

K cempMmoil Kateropmm OTHOCSTCS IIpOrpaMMHCTBI-paspaboTunkyl  (noctaBuwiky) IO u mmma, obecrneunBaromme €ro

COIIPOBOXKICHHUE Ha 3aIIUIIAEMOM 00beKTe. JINIo 3ToH KaTeropuu:

- obmamaeT uH(pOpMAIKeH 00 anropuTMax U mporpamMmmax oopadotku mHpopmanun Ha MCTTTH;

- oOmagaer BO3MOXHOCTSIMH ~BHECEHHS OINMOOK, HENCKIApHPOBAHHBIX BO3MOXKHOCTEH, MPOTPAaMMHBIX  3aKJIAJOK,
BpenoHocHbIX nporpamum B [10 MCII/H Ha cTanuu ee pa3pabOTKH, BHEIPEHHUS M COPOBOXKICHUS;

- MOJeT pacroJjiarathb JitoObiMu (parmMentamu uHpopmanuu o Tornojorun UCII/IH u TeXHHYECKUX CpelcTBax 00pabOTKU 1
samuts! [1/1H, o6pabarsiBaembix B UCTIH [9].

Bocbpmas kateropus

K BoCbMOIi KaTeropuu OTHOCSTCS Pa3pabOTUUKK U JIMIIA, 0OECTIEYHBAIOIINE TTOCTABKY, COMPOBOXKIICHHE U PEMOHT TEXHHYECKUX

cpencts B UCII/IH. JIumo 3Toit kateropuu:

- oOmamaer BO3MOXKHOCTSMH BHECEHHS 3aKiIafok B TexHudeckue cpencrtBa VICII/IH Ha craguu uX paspabOTKH, BHEAPEHUS U
COIIPOBOXKICHUS;

- MOJKET pacronarats JoObIMU (parmMenTamMu uHpopMmaruu o tonosornd MCII/IH 1 TeXHHYeCKHX CpeacTBax oOpaboTKu u
3amurts! nHGopMarmu B UCTIIH [9].

3.4 llpennoJioskeHUs1 0 BO3MOKHOCTSIX HAPYIIUTEIs

Jlva, paccMaTpuBaeMble B KadecTBe MoTeHIMaIbHbIX Hapymmmreneit ;s UCIIa «YO ATMPy, npencraienst B Tadmmie 3.1.

Tabnuma 3.1. - [loTeHIMaNbHBIE HAPYIIUTETN

Nen/m |Cy0Obext XapakTepucTHKa Kareropus YcnoBHoe 0003HaUEHHE

1 Bremnue Hapymurenu Buemnnit - -

2 Omnepatops! [1/1a (sreransHble noap30BaTer| BHyTpeHHNN 2 [TH2

3 AnmuHHECTpaTop 0€30MacHOCTH Buytpennuit 6 [TH6

4 TexHuyeckue criennaiucTsl o o6cryxnuBa BHyTpeHHui 8 ITH8
00opyIOBaHUS

Buemnue napymurtenu moryT ocymecTBaaTh nonbiTku HCJI x UCIIn JOY uepe3 kaHambl CBS3H, BBIXOJSIIME 3a
npenensl K3, u uepe3 anements! uHpopMmarmonHoit uapactpykrypsr UCII[In IOV, xoTopsie B mporecce KU3HEHHOTO
IIMKJIa MOTYT OKa3aThCs 3a mpeaenamMu K3. BHenHne HapyImUTeNn OTHOCATCS K YUCITY MOTEHIMAIbHBIX HAPYITUTEICH.
Bo3MO)XHOCTH BHYTPEHHETO HAPYIIHUTEINS CYIIECTBEHHBIM 00pa30M 3aBHCAT OT AeHCTBYIOmUX B mpenenax K3 pexxummMHbIX
¥ OPraHU3aIHOHHO-TEXHUYECKUX MEp 3alIlUTHI.

Hcxoxas u3 ocobennocreit ¢pynkunmonupoanus WCITIu JOVY, nomymeHHbIEe K HEeil pabOTHWUKM HUMEIOT pa3HbIC
MOJITHOMOYHS Ha JOCTYMN K WHOOPMAIIMOHHBIM, TIPOTPaMMHBIM, aliapaTHeIM U ApyruM pecypcam UCIT/Ia JOV.

[pn mnonyuenun nocryma k UCIIAr «JOY nuuma I[IH2 B 00s3aTenbHOM IOPSAKE H3Y4arOT HMHCTPYKIMH,
perilaMeHTHpYIOIME MOpsSI0K paboT M TpeboBaHMs nmo obecmedeHuio OezomacHocTd IIJIH M moAmUCHIBAIOT



coryamenne o KoHpuaeHnuaiabHocTH. [lompzoBatenu MCIIIH JIOY nomkHBI TPOXOOUTh HHCTPYKTAX MO padoTe B

HUCII e JOY u npenynpexaaTbcs 00 OTBETCTBEHHOCTH 3a HapyiieHue npabui padotsl B UCTTIa JOY.

Yxa3aHHBIE MEPHI SBJIAIOTCS HEOOXOIUMBIMH, HO UX CIEAyeT NMPHU3HATh HepocTaTouHbMU, B ul [TH2 crexyer otHecTH K

YHUCITy NOTEHIMATIBHBIX HAPYIIUTEIEH.

Ha o ITH6 BO3110K€EHBI 3a0a4H:

- 1o KoHuUrypmpoBamio W ympaBineHmto [IO wu  oOopymoBaHmeM, BKJIIOYas OOOpyIOBaHHE, OTBEYAlOIIee 3a
6e3omacHOCTH 3amuiiaeMoro oobsekra: CK3W, MoHUTOpHHTA, pErHCTPalluy, apXuBanuu, 3amutsl oT HC/I.

- 10 COOJIOJCHUIO PaBHJ Pa3rpaHUuSHHUs IOCTYIIA, [0 TeHEPAIMHU KIIFOUEBBIX 3JIEMEHTOB, IO CMEHE MapoJieH.

Jluo ITH6 noTeHIManbHO MOXET peajM30BbIBaTh yrpos3bl Oe3omacHoctd [1/IH, Mcmonb3ys BO3MOXXHOCTH IO

HEMOCPEICTBEHHOMY JAOCTYNY K 3amumaeMoi uHpopmarmu, oopadaresaemoii B UCIT/Iu IOV, a Takke K TCXHUYECKAM

u nporpammusM cpexactsaM MCIIIx IOV, Bxmouas C3U, B cOOTBETCTBUU C YCTAHOBJICHHBIMU ISl HETO aIMUHUCTPATHUBHBIMU

nomHoMounsiMu.  Jlumo TTH6 Xopomo o3HakoMJIeH C OCHOBHBIMU aJIrOpUTMaMH, MOPOTOKOJAMH, pealn3yeMbIMH U

HCTIONB3YeMBIMH B KOHKpeTHhIX monacucremax u MWCII[Jr JOY B memoM, a Takke C NPUMEHACMBIMH TPUHIAIAMA

KOHIIETIIIMAMHA O€30IIaCHOCTH.

K mmry [TH6 BBuIy ero nckimountensHoi poru B ICIT/ T IOY nomkeH NpUMEHSTHCS KOMIDIEKC 0COOBIX OPTaHM3aMOHHBIX Mep

1o 1o00py, NPHUHSTHIO HA paboTy, HA3HAUYEHHUIO HA JIOJKHOCTh, OOYYEHHIO U KOHTPOJIIO BBITIONHEHUS (DyHKIMOHAIBHBIX

obs3anHOCTEH. Takxke JaHHOE NHIO B 005A3aTEIBHOM IOPSIKE IOJDKHO NMPOXOAWTH MHCTPYKTaX, IMpPEXyNpexnaTtscs o0

OTBETCTBCHHOCTH 3a Hapymenue mpasii padotel B MCII[Ix JOY W NOAIUCHBATE COTNIAIICHHE O KOH(PHICHIMATHHOCTH.

HaznaueHnune Ha JaHHBIC TOJDKHOCTH CITy4YaiHBIX JIUI] JOJDKHO OBITh UCKIIFOYEHO POBEICHHEM KaJIPOBBIX MEPONPHUSTHIA.

IIpennonaraercs, uyto nuno IIH6 Brageer B TOM uMAM HMHONH YAaCTH UYyBCTBUTENBHOW M 3KCIUTyaTallMOHHOM

uHbOpMaIMel 0 cuCTeMe Nepeaadd MaHHbIX M oOmei umHpopmarmeit 06 UCIIAu JIOY, ucmnonb3ymomieil 3Ty cHCTeMY

nepenayn JIaHHBIX, YTO OOECTeYMBACTCS OpraHM3alMOHHBIMM Mepamu. [lpum stom o IIH6 Bnanmeer mnaponbHOM H

ayTeHTUpHIUPYIOIIeH HHbopMaruel, ucrions3zyemoit 8 UCITIa JIOY.

C ydeTOoM CKa3aHHOTO Hpexanonaraercs, 4ro B 4yuciao aul IIH6 OyayT BKIIOYATHCS TOJIBKO AOBEPEHHBIC JIHIA,

MO3TOMY yKa3aHHAsl KaTerOpHs JIUL HCKIIOYAIOTCS U3 YHCIIAa HOTEHIHAIBHBIX HApyLIUTENEH.

Jlnma TTH8 B pamKxax BBINOJHEHUS CBOHMX JODKHOCTHBIX OOS3aHHOCTEH MOTYT MMETh (DPM3MUECKUHA JOCTYI K TEXHHIESCKHM

cpeactBam UCIITa IOV, k pparmentam [1/IH Ha OyMaXHBIX HOCHTEISIX, K HOCHUTEISAM HH(pOpManuu, K HHOOPMAIMOHHBIM U

nporpammubIM pecypcam UCTTIr OY. B cBs3u ¢ atum obemyxusanue komronenToB MCITJa ZIOY u momemneHnit, B KOTOPBIX

OHHM DPACIOJOXXEHBI, JOJDKHO TNPOU3BOJUTHECS B MNPUCYTCTBUHM IITATHBIX PAaOOTHHKOB. YKa3aHHBIE MEpPBI SIBISIIOTCS

HEOOXOAMMBIMHU, HO HX CIEAYeT NpU3HATh HeJOCTaToYHbIMM, W Jjun [IH8 crmenyer oTHecTn Kk umcny

MOTEHIINATbHBIX HapyIIUTEICH.

CreneHb MH(QOPMHMPOBAHHOCTH HAapyLIMTENs 3aBHCHT OT MHOTHX (DakTopoB, BKIIOYas peann3oBaHHble y Ormeparopa

KOHKPETHBIE OpPraHMW3aIlMOHHBIE MEpBl U KOMIETEHIHI0 Hapymutenei. [loaTomy 00BEKTHBHO OLECHHTH 00BEM 3HAHMIA

BEPOSTHOTO HAPYIIUTENS B OOIIEM CITydae MPaKTHIECKH HEBO3MOXKHO.

B cBsI3U ¢ N3110KEHHBIM, C IIEJIBIO CO3/IaHMS OIPE/IETIEHHOTO 3araca MPOYHOCTH CUCTEMBI 3aIllUTh, IPE/II0IaracTcs, 4YTo BEPOSTHBIC

HapyImTean o0aatoT Beeld nHpopMarmen, HeoOXOANMOH ISt IOATOTOBKH M PEATM3aLK YIPO3, 32 HCKIIOYEeHHEM NH(POPMAIIHH,

JIOCTYII K KOTOPOH CO CTOPOHBI HapyIIUTEIsI UCKITIOYaeTCs] CHCTEMOH 3amuThl HHpopManuy. K Takoit nHpopManmy, HarpuMep,

OTHOCHTCSI TApOJIbHAsL, Ay TEHTU(UIMPYIOIIast ¥ KIt0ueBast HH(pOpMAariis.

4. MOJEJIb YI'PO3 BE3OITACHOCTH I1/1n

41 OO0me moJI0KeHU

UCTIOds JOVYupencrasuser coboii JIBC, nMeromyro MOAKIIOYCHHE K CETSM CBSI3U OOIIEro MOJh30BaHUS U (FUIH) CETSIM

MEXKIyHAPOHOTO HH(POPMAIIMOHHOTO

obMeHa.

B UCTI/IH, nMerolnieit Takyto CTPYKTYpPY, pacCMaTpUBAIOTCS clieAyromie yrpo3bl 6e3onacuoctu [1/1H [9]:

1 VYrpo3sl yreukn HHPOPMAIH 0 TEXHUIECKUM KaHaIaM:

- YTPO3bI YTEUKH aKyCTHUECKOH (pedeBoil) nHpopMaIum;

- Yrpo3bl yTEUKH BHJOBOH HH(OPMALUH;

- yrpossl yreuku uHpopmanuu 1o kanary [ID9MHWH.

2. YTpo3bl HECAaHKIIMOHUPOBAHHOTO JI0CTYIA:

- Yrpo3st HCJI cBsa3aHsbl ¢ neiictBusiMu Hapywmureneit, umeroniux goctyn k UCIIAH, Bkitoyas nons3oBarenein UCIIIH,

peanusyromux yrpo3sl HemocpeactBeHHo B MCII[IH, a Takke Hapymuteneidl, He umeromux nocryna k HCIIH,

peanu3yromuX Yrpo3sl M3 BHENIHHX CETed CBs3M OOIIEro TMONb30BaHMS W (WIKM) CeTeil  MeXAyHapOIHOTO

HHPOPMAITIOHHOTO 0OMeHa.

4.2  Yrpo3bl yreduku HH(OPMALUM 110 TEXHMYECKHM KaHAJIaM

Yrpo3sl yTeukH akycTH4ecKoii (peyeBoii) nHpopManmu

Peanuzanuss yrpo3 yTedkH akKycTHUeckoi (pedeBod) wuWHGPOpPMALUHU, COACPXKAIMEHCT HEMOCPEACTBEHHO B

npousHocuMoi peun mosb3oBatenerd CIIInH, mpu o6padoTke I1[1n B UCIIIH, MoxkeT ObITh 00YCIOBIEHO HalHYUEM

creayomux (QyHKIHA:

- ¢yskuuu ronocosoro Beoja [11u B UCI1/IH;

- ¢ynkuuii Bocipoussenenus [1/1n akycruyecknmu cpeacrsamu MCITIH.

Bo3HUKHOBEHHE yrpo3bl YTEUKH aKyCTHUECKOW (pedeBoil) MH(oOpManuMu HE INPECTaBISETCS BO3MOXHBIM B CBSI3U C

oTCyTCTBUEM (YHKIMH 110 00paboTKe JaHHOTO BUaa HH(popManuu B paccmarpuBaemoid MCII/H.

BeposiTHOCTS peanusaiyu yrpo3sl - MAJIOBEPOSITHA.



¥Yrpo3sbl yreuku BUa0Boii MHGOpMaIUK

Peanmuzanuss yrpo3 yTedkd BHIOBOW HWH(GOpMAIWKd BO3MOXKHA 3a cueT mpocMmorpa [I/[H ¢ MOMOIIbIO ONTHYECKHUX
(OTITHKOAIIEKTPOHHBIX) CPENICTB € IKPAHOB IUCILIeEB NpH ocyniecTiaeHnn oopadotku [11r 8 UCITJr OV,

Heo6xoanMbIM ycoBHEM OCYIIECTBICHUS IpocMoTpa (peructpanun) I1JIH sBiseTcs Hann4ue NpsMON BUIMMOCTH MEXITY
cpeacTBoM HaOmoneHus n HocuteneM [1/1H.

B opranmsanmum BBeneH KoHTpoub noctyma B K3, APM monp3oBaTteneil pacnoioXeHBI TakK, YTO YaCTHYHO HCKITIOUYCH
BU3YaJIbHBIN OCTYI MOCTOPOHHUX JIUI] K MOHUTOpPaM, Ha OKHAaX YCTAHOBJICHBI XKAJIO3U.

BeposaTHOCTE peanu3anuy yrpo3sl - HU3Kas.

¥Yrpo3s! yreukn nHpopmanun no kanajaam IIDMUH

Peanuzamuss yrpo3 BO3MOXKHA 3a CueT IlepexBaTa TEXHMYECKHMMH CpeJACTBaMU (HE CBA3aHHBIMU C TPSIMBIM
¢yHKIMOHANBHEIM Ha3HaueHueM dieMeHToB MCIIJIH) noGo4YHBIX HMHGOPMATHBHBIX 3JIEKTPOMArHUTHBIX IOJEH U
JNIEKTPUYECKUX CUTHAJIOB, BO3HHUKAIOMIKX Npu 00padoTke I1]] Texunueckumu cpencreamu MCI1/H.

Yrpo3sl yreukn uHpopManuu 1o kanary [IDMUH, Bo3MOXHEI H3-3a HATMYUS SJIEKTPOMATHUTHBIX H3ITydeHHH, B OCHOBHOM,
MOHHTOPOB ¥ CUCTEMHBIX 0110k0B APM.

Hocwurexsimu [11H MoryT OBITH HiCTOUHUKH HHPOpManuu oOpadateiBaemoit B UCTL/TH:

- CBT (paboune craHmum);

- YCTpPOMCTBA 3JIEKTPOIUTAHUS;

- YCTpPOMCTBa 3a3eMIICHHUS;

- YCTpOICTBA CETEBOTO 0OOPYI0BAHUS;

- JIMHUY NepeJavy JaHHBIX.

Cpenotii pacripoctpanenus [1/]H sBisieTcs 371€KTpOMarHuTHOE ToJIe:

- anexrpoMarautHele u3nyderus CBT u3 coctaa OTCC u BTCC;

- OMM, co3znaBaeMble TMHUSAMHU CBA3M U KaHAJaMU Iepelaul JaHHBIX;

- DJEKTPUYECKHE CUTHAIBI, HaBeIeHHbIE 0T DM B IMHUAX CUCTEMBI IIEKTPOITUTAHUS;

- 2JEKTPUYECKUE CUTHANBI, HaBeeHHbIe OT OMMU B IMHUAX CHCTEMBI 3a3€MIICHUS.

Ucrtounnkamu YBII/IH MoTyT OBITH:

- cpencTBa nepexsara curanos IIDMUH;

- CpEICTBa CheMa CHTHAIIOB C IPOBOJHBIX JIMHUIL;

- 3aKJIaZ0YHbIe YCTPOHCTBA OOHAPYKEHNUS 1 IIEPeXBaTa CUTHAJIOB, COCPIKAINX 3aIIUIAaeMyI0 HHPOpMaNHIo;

- CcpeacTBa mepexBara MH(GOPMAIMU B KaHaJaX Mepeaadyy JaHHbIX.

IIpennonaraercsi, 4To 00beM W coctaB oOpabarbiBaemoii u xpanumoit B WCII[Au JIOY wunbopmaimu HE SBIACTCS
JIOCTaTOYHBIM JUI1 BO3MOKHOH MOTHBAIIMM BHEUIHHX HAapyIIHUTENleH K OCYIIECTBICHHWIO IEHCTBHI, HaNpaBICHHBIX Ha
yTeuky uH(popmaiuu no kanaixam [IDMUH. IIpeanonaraercsi, 4T0 BO3MOXHOCTh CTOBOPA BHEIIHUX HAPYIIATEICH MEKIY
co00it MaJlOBEpOsITHA.

CTouMOCTh pealu3alliil yrpo3bl, BBIPAXKEHHAs B CTOMMOCTH CIEHHAIBHOIO O0OPYJOBAaHUS M €T0 JKCIUIyaTaluH,
MpEeNCTABISETCS 3HAYUTENbHOMN, NPU 3TOM BBIABICHNE MH(OPMATHBHOHW COCTABISIONIEH B YCIOBHSX 3KCILTyaTalluu
obopynoBanus B npenieniax K3 3HeproHachIeHHOro 37[aHusl MAJIOBEPOSITHO.

Hns uckmouenus yreuku [1Ix 3a cuer [IDMUH B UCIIAH peanu3ytorcs CleAyIOLUE MEPOTIPUSITHSL:

- Bce TexHuueckue cpeactsa UCIIJIH HaxoAsTCs B OAHOM 3JaHUH;

- JIOCTYII B IOMEIIEHUE, B KOTOPOM BezieTcst 00padoTka I1/1H, HaxoasTes 1o OXpaHoi;

- annapatHsle cpenctsa UCIIOH «YO ATMP» 3a3emiensr;

- NPUMEHSIOTCS KUAKOKPHCTAIINUYECKHE MOHUTOPHI.

Tak kak TexHumueckue (ammapatseie) cpenactBa MWCII/IH, wucmons3dyemsie st oOpa®oTtku IIJ[H, COOTBETCTBYIOT
TpeboBaHusiM ctannaptToB Poccuiickoit ®Denepanuu MO BIEKTPOMAarHUTHOH COBMECTUMOCTH, O€30MaCHOCTH U
CaHUTAPHBIM HOPMaM, BEPOATHOCTh peallM3alun yrpo3 yTeuku nHpopmanuu no kanany [IDMUH muamManbHa.
BeposTHOCTD peanu3aiu yrpo3sl - MaJOBepPOsITHA.

4.3 Yrpo3bl HeCAaHKIIHOHMPOBAHHOT0 AOCTYNA K HHGOpMALUH

Yrpo3el noctyna (IpOHMKHOBEHHS) B ONEPANMOHHYI0 CPpely KOMIBIOTepa ¢ Hcnoiab3oBanueM mrarHoro IIO
(cpencte OC wiaM NPHKJIAJHBIX NPOrpaMMm o0Iero NpuMeHeHus) Yrpo3bl, peaju3yemMble B xoie 3arpy3kn OC

OtH yrpossl Oe3omacHOCTH HH(GOpPMAalMM HaNpaBiIeHbl Ha MepexBaT, NoA0Op TMapoyiell WiIM HISHTU(HKATOPOB,
mogudpukanuio [1O 6azoBoit cuctemsl BBoja-BbiBoga (BIO8), mepexBaT ympaBieHUs 3arpy3koil ¢ M3MEHEHUEM
HeoOXxoauMo# TexHonoruueckoit nadopmanuu st nonydenust HCJl 8 OC UCIIdn.

Tax xak B UCIIIu JIOY He Ha Bcex APM ycranoBiens ceptudumupoBanubie @CTOK Poccuun C3U ot HC,
BEPOSTHOCTH peaTi3alii YTPO3bl HYy)KHO NPU3HATH BHICOKOIA.

Yrpo3sl, peaiusyeMble MocJe 3arpy3Kd ONEPAlMOHHON cpeabl He3aBHMCHMO OT TOro, Kakasi NPHUKJagHas
NMporpaMma 3anyckaeTrcsl oJib30BaTeseM

OTH yrpo3bl, Kak IpaBUIIO, HANIPaBJIEHH! Ha BeIMOIHEeHNEe HenocpencTsenHo HCJI k nadopmarmm. [pu noxydenun nocrymna
B OC HapymuTens MOXKET BOCIIONB30BAThCA KakK CTaHAAPTHBIMH GYHKIIMUA OC MiIN KaKoH-1100 NMPHKIAJHONW MPOrpaMMBI
o01ero nonp3oBaHMs (Hampumep, cucteMbl ynpasneHus BbJI), Tak u crnenumanbHO co3gaHHbIME Uit BhinonHenuss HCJJ
IporpaMMaMu, HallpuMep:

- IporpamMMamy IpOCMOTpa U MOJU(UKAIMH peecTpa;

- IporpaMMaMy IOMCKa TEKCTOB B TEKCTOBBIX (pailnax mo KIIOUEBHIM CJIOBaM W KOIUPOBAHUS;

- CHeUHMaIBHBIMHU IIPOrpaMMaMH IPOCMOTPa U KOITMPOBaHHMs 3arucel B 6a3ax JaHHBIX;



- TporpaMMamu ObICTPOTO IMPOCMOTpa rpaduiaeckux (aiios, UX peIaKTHPOBAHUS WM KOTUPOBAHUS;

- mporpaMMaMH TOJJIEPKKH BO3MOKHOCTEH PEKOHPUTYpaInu mporpaMMHoi cpensl (Hactpoiiku VICIT/IH B mHTEpecax
HApYIIUTETA) U JIp.

Tax xak B UCIIAn JOY me Ha Bcex APM yctanosnensl ceprudummpoanasie PCTIK Poccun C3U ot HC/,

BEPOATHOCTh PEATN3AINH YIPO3bI HY)KHO IIPH3HATH BHICOKOM.

Yrpo3sl, peanuzanus KOTOPbIX ompejaejsieTcs TeM, Kakasg U3 MNPUKIAAHBIX MNporpaMM 3anyckKaercs

NMoJIb30BaTeJieM, MIH (AKTOM 3amycka J1000H W3 NPHUKJIAIHBIX NPorpaMM (Yrpo3bl BHeJPEHHS BPeJIOHOCHBIX

NporpaMm)

Bonbias yacTe Takux yrpos - 3T0 yrpo3bl BHEPEHHUs BPEIOHOCHBIX IPOTPaMM.

Tak xax B MCII[lTa IOY wucnons3yercs antuBupycHoe I1O, ycranoska IIO, He mpenHa3sHaUCHHOTO AJIS BBINOJIHEHUS

(yHKIIMOHAJIBHBIX 337124 [10JIb30BaTENEH, 3aNpelieHa, BEPOsITHOCT PEIN3allii YTPO3bl HYXKHO MIPU3HATH HU3KOIA.

Yrpo3sl «AHaju3a ceTeBoro tpaguka» ¢ nmepexsaToM nepeiaBaeMoil BO BHEIIHHE CeTH M NPHHUMaeMON W3

BHEIIHMX ceTeil nHGopMauuun

Vrposa peammsyercs C IIOMOLIBIO I[IpOrpaMMbl-aHanm3atopa makeroB (Sniffer), mepexBaTpiBaromieii Bce makeTsl,

nepeaaBacMble 10 CETMEHTY CETH, U BBIICISAIONIEH CPey HUX T€, B KOTOPBIX NIEPENAOTCs HACHTU(PHUKATOP MOIb30BATENS U

€ro Mmapois.

Hens - HccnenoBaHWe XapaKTEpHCTHK CETEBOTO TpaduKa, MEpexBaT IEperaBacMbIX HAaHHBIX, B TOM 4HCIIE

UIEHTU(HUKATOPOB U TAPOJICH MMOIb30BaTENCH.

Jnst McKiIrOYeHHs BO3MOXKHOCTH pealu3anuu yrpo3sl «AHanusza cereBoro Ttpadukay WCIIn JOY nomkna

MOJKITIOYATECSA K CETSAM OOIIEro MOJb30BaHHS U MeXIyHapoaHoro uHpopmarmonuoro odomena (MHTtepHer) uepes MD,

MPOIIEAIINHA B YCTaHOBJIEHHOM IOPSJIKE NPOLEAYPY OLEHKH COOTBETCTBHUS. JlJs yHaleHHOro AOCTyma K pecypcam

WCII[AH noKHBI UCIOJIB30BATHCA CPEACTBA KPUNTO3AMHUTHI, obecrieunBaronie muppoBaHue MepeaaBacMoro B CETh

WutepHer Tpaduka.

Tak xax B UCIIAa JOY He ycraHoBieH cepruduuupoBaHabiii ®CTOK Poccun M3, BepOATHOCTh peaii3alid YrpO3bI

MPU3HAETCS BBICOKOIA.

Yrpo3sl ckaHHPOBAHMS, HANPABJeHHbIEe HA BbISBJEHHE THNA WJIH THIOB HCMNOJb3YeMbIX ONEPALMOHHBIX CHCTEM,

cereBbIX ajapecoB padouyux craHuuii MCIIIH, TOomo/oruM ceTH, OTKPBITHIX NOPTOB U CJY:0, OTKPBITHIX

coelMHEeHHUH u Jp.

Hcrounnkom yrpo3 «CKaHUpOBAaHHUE CETH» MOTYT OBITh BHEITHHE HapyIIHTENH ((hU3HIeCcKHUe JInIa), He NMEIOIUe AOCTyna

k UCIT[Jn JOY, peanusyromiue CBOU yrpo3bl U3 ceTu MHTepHeT.

Jns vckirodeHus BO3MOXKHOCTH peanu3anuu yrpo3sl «CkanupoBanue cetn» MCIIu JOY nomkHa MOAKIIOYATHCS K

ceTsiM OOILIero MOJb30BaHHUS W MEXAyHapoIHoro uHpopmaironHoro obmena (MHrtepHer) uepe3 MD, mpomenmunii B

YCTaHOBJICHHOM TOPSAKE MPOLEAYPY OLIEHKH COOTBETCTBHSL.

Tak kak B UCIIIn JIOY He ycranoBieH ceprudunupoBanibiii ®CTIK Poccuun M3, BepOSTHOCTh pead3aliid yrpo3bl

[IPU3HAETCS BbICOKOIA.

Yrpo3sl BbIsiBJIeHHS apoJieit

VcTouHMKOM SIBIISIFOTCSl BHELIHWE HApyIIUTENH, moib3oBatenu apyrux MC, ne mmerommue nocrymna k I1J[H, paboTHHKH,

MPOU3BOJISIINE OOCITY)KHBAaHHUE TIOMEIICHHH.

YTrpo3a MOeT OBITh peaan30BaHa ¢ HOMOIIBIO CIEAYIOIINX METO/IOB!

- TpocToii mepedop maporei;

- Tepebop C NCIIOJIb30BAHNEM CIICIIHANILHBIX CIIOBapeii;

- BHEJIPEHHE BPEAOHOCHON IMPOTrpaMMBI ISl IIepexBaTa mapoJiei;

- mepexsar maketos (Sniffer).

JlecTpyKTHBHBIC ACHCTBHS - CO3/1aHUE YCIOBUMN JUJIsl MOJYUYEHHs MPSIMOTO JocTyna K daiiam, coaepxammm [1/1H.

Tak xak 8 UCI1[1a JIOY ocymecTBisieTcs peryisipHas CMeHa TapoJiel, 00CIy)KHBaHUe TOMEIICHUH BCETa OCYIECTRISIETCS

B IIPUCYTCTBHH JIMLI, paOOTAIONINX B 3TUX HOMEIIEHUIX, BEPOSITHOCT PEATU3aIiH YTPO3bl HY)KHO IPU3HATh HU3KOM.

Yrpo3sl noayyennss HC/{ nyreM nogMeHbl 10BepeHHOro 00beKTa

VcrouHukoM SBISIOTCS BHENIHWE Hapymurenu, nonb3oBarenn MC, He wumeromme pocrtyna k IIJIH, paboTHUKH,

MPOU3BOJISIINE 0OCITYKHBAaHHE IIOMEIICHHH.

Yrpo3sl peanu3ylTCs B CHCTEMaX, B KOTOPBIX NPHUMEHSIOTCS HECTOWKHE alNrOPUTMBbl HAEHTH(QUKAUUU U

ayTeHTH(]UKAIMKA XOCTOB, Toyb30Barteneid u T.4. [1og 1oBepeHHBIM 0OBEKTOM MOHHMMaeTcst 00BbEKT ceTH (KommbioTep, M3,

MapIIpyTH3aTop M T.I1.), JIETAJIbHO MOAKIIOUCHHBIN K cepBepy. Peanm3yioTcs nepenadyedd o KaHajlaM CBSI3M COOOLIEHHH OT

MMEHU JIETaJIHHOTO MOJIh30BaTeNs (CyObeKTa TOCTYIa) C MPUCBOCHUEM €Tro MPaB JIOCTYTIA.

IIpomecc peanmu3amuu € YCTaHOBJICHHEM BHPTYaJbHOTO COCIUHEHHS COCTOMT B TPEOJOJECHHH CHCTEMBI

ayTeHTH(UKAUU COOOMEHWH WM NPHUCBOCHHUH IIPaB JIOBEPEHHOTO CYOBEKTa B3aWMOJEHCTBHS, YTO IIO3BOJISIET

HapYIINTEII0 BECTH CEaHC pabOTH C 0OBEKTOM CETH OT HMEHH JIOBEPEHHOTO CyOBEeKTa.

IIpomecc peanmuzamuu yrpo3bl 0€3 YCTAHOBIICHHSI BHUPTYaJIbHOTO COEAWHEHMS 3aKII0YaeTcs B IIeperade CIyKeOHBIX

COOOIIEHNH OT UMEHHU CETEBBIX YNPABIAIONINX YCTPOHCTB 00 M3MEHEHIH MapIIPpyTHO-aIPECHBIX JAHHBIX U MOXET UMETh

MECTO B CETSIX, OCYIIECTBISIOMMX HACHTU(PHUKALIMIO TepeJaBaeMbIX COOOIIEHHS TOJIBKO 10 CETEBOMY aJpecy OTHPaBHTEIIS.

JecTpykTUBHBIE J€HCTBHA - HapylmleHHE KOH()HMICHIMAILHOCTH HH(MOPMALMU IyTE€M HECAHKIHMOHHPOBAHHOIO

03HAaKOMJICHUS C TaKeTaMU, IIpeIHa3HAYEHHBIMH JUIS JOBEPEHHOTO CYOBEKTa.

Tak kak B UCII/Iu IOV He ycranoBien cepruduuupoBanusiii ®CTOK Poccun MO, BeposSTHOCTH peanu3alii yrpo3bl

MPU3HAETCSA BBICOKOIA.



¥Yrpo3bl THNA «OTKa3 B 00CTY:KUBAHUID

Peannzamnus o0yciaoBneHa TeM, 4TO MpH pa3pabOTKe CHCTEMHOro WM mpukiaagHoro 110 He ydnTeIBaeTCS BO3ZMOXKHOCTBD

MpeAHAMEPEHHBIX ACHCTBUH M0 LIEJIEHANPABICHHOMY H3MEHEHUIO:

- colepKaHus cayeOHOH HH(pOpMAIHH B TAaKeTaX COOOMICHH, TIepeJaBaeMbIX 110 CETH;

- ycioBuii 06pabOTKM JaHHBIX (HalpUMep, ATHOPUPOBAHIE OTPAaHUICHUH Ha [UITMHY TAKeTa COOOIICHMS);

- (dopmaroB mpencTaBiIeHAS NAHHBIX (C HECOOTBETCTBHEM H3MEHEHHBIX (POPMAaTOB YCTAHOBICHHBIX UL 00pabOTKH 1O
MPOTOKOJIAM CETEBOT'0 B3aUMOJICHCTBHYA);

- T1O 00paboTKK JaHHBIX.

B pesynbrate peanuzanum yrpo3 «OTkaza B 00CITyKUBaHHN» MPOUCXOJUT HepernoiHeHne 0y(dhepoB 1 OIOKUPOBAHUE MPOLIELYD

00paboTKH, «3alMKIMBAHUE» TPOLIETyp 00pabOTKHU U «3aBHCAHNE» KOMITLIOTEPA, 0TOpAChIBaHHE AKETOB COOOIIEHHMIT 1 ap.

Taxk kax B UCI1/Ta IOY se ycranosneH ceptuduumpoBannbiii @CTIK Poccru M3, BeposSTHOCT pean3alyi yTpo3bl PH3HASTCS

BBICOKOM.

Yrpo3sl yaajieHHOr0 3a1ycKa IPMII0KeHUH

Yrpo3a 3akmodaercst B cTpeMiieHHH 3amyctuTbh Ha xocte VCIIJIH pasnmdHBIe MpenBapUTeN-HO BHEAPEHHBIE BPEIOHOCHBIE

IpOrpaMMBI: IPOTPaMMBI-33aKIaJKH, BHPYCBHI, «CETEBbIC WIHOHBDY, OCHOBHAS IENIb KOTOPBIX - HapyIIeHWE KOH(HICH-

[UABHOCTH, LEIOCTHOCTH, AOCTYHNHOCTH MH(GOpPMAalHW{ M IMOJHBIH KOHTPONb 3a pabotoil xocta. Kpome Toro, Bo3mMoxeH

HECaHKIMOHUPOBAHHBIHN 3aITyCK NMPHUKJIAJHBIX MPOrpaMM MOJIb30BaTeNeH Ml HECAaHKIIMOHWPOBAHHOTO MONYYECHHS! HEOOXOMMMBIX

HapyIINTEII0 JaHHBIX, U 3aIlyCcKa yNpaBIsieMbIX IPHUKIJIATHOW MPOrpaMMON MPOLECCOB H Ip.

Yrpo3sl yaaaeHHOro 3amycka npuiiokenuii. Pacnpocrpanenue ¢aiiyios, coaepkanux HeCAHKIMOHUPOBAHHBIH

HCIOJTHSAEMBbII KOJX

YTpo3sl OCHOBBIBAIOTCS Ha aKTUBH3ALUM PACIPOCTPAHIEMbIX (haiiJIOB NpH CilydyailHOM oOpaieHud K HuM. [IpuMepamu Takux

(haiiyIoB MOTYT CITY>KHTh: (DailjIbl, COIEpIKaIlie UCTIONHIEMbINA KO B Buae MakpokoMans (moxymentsl Mickrosoft Word, Excel u

T.1.); html-mokymenTsI, comeprkaiye HCOMHAEMBI Kom B Bue sneMeHtoB AktiveX, jaya-ammietoB, HHTEpPIPETHPYEMBIX

CKpUNTOB (HampuMmep, TEeKCTHI Ha JavaScript); ¢aiinbl, congepkaliue HCIOJIHsAEMble KOsl mnporpaMm. Jlus

pacnpocTpaHeHnsT (alIoB MOTYT HCIIOJIB30BAThCS CIY)KOBI BJIEKTPOHHOM IIOYTHI, Tepenaun (aiino, ceTeBoil (hainoBoi

CHCTEMBI.

¥Yrpo3bl yaaieHHOro 3anycka NpUJIOKeHUi ImyTeM nepenoHeHusi Oydepa npuiioKeHui

Hcnonb3yroTess HENOCTATKH TPOTPaMM, PEAM3YIOIINX CETEBBIE CEPBHUCHI (B YAaCTHOCTH, OTCYTCTBHE KOHTPOJS 3a

nepenonHeHneM Oydepa). HacTpolKoil CHCTEMHBIX PErHCTPOB HMHOTZA YAACTCS IEPEKIIOYMTH IIPOIECCOp IOCie

MpephIBaHMs, BEI3BAHHOTO MEPEnoHCHHEM O0ydepa, Ha HCIIONHeHHE KOa, COepIKaIIeTrocs 3a rpanulieil Oydepa.

Yrpo3sl yaajJeHHOr0 3amycka MNPHJIOMKeHMH TMNyTeM MCHOJb30BAHHS BO3MOKHOCTell YyIajJeHHOTO

ynpaBJeHHUsA CHCTeMOii, MpeAOCTaBJAsIeMbIX CKPHITBIMM NPOrPAMMHBLIMH M aNNapaTHbIMH 3aKJIagKaMH, JH00

HCIO0JIb3yeMbIMH IITATHBIMH CPEACTBAMH

HapymuTtens w#cmonb3yeT BO3MOXKHOCTH —YAAJCHHOTO YIPABICHHUS CHCTEMOW, MpPENOCTaBiIsieMble CKPBITBIMHU

KOMIIOHEHTaMHU, Ju00 IMITAaTHBIMH CpeJICTBAMHU YIPABICHUS M aJAMUHHCTPUPOBAHMS KOMIBIOTEPHBIX ceTedl. B

pe3ynbTraTe yaaeTcsi JOOUThCs yIaleHHOTO KOHTPOJIA HaJl CTAaHIIUEH B CETH.

Tak kaxk B UCIIAH JOY wucnons3yercs antuBupycHoe [1O, ycranoBka I1O, He mpeaHa3Haue€HHOrO Ui BBINOJIHEHUS

(hyHKIIMOHATIBHBIX 337134 MOJIb30BaTENEH, 3alpelieHa, BEPOSITHOCTD PEIN3alliy YTPO3bl HY)KHO IIPU3HATH HU3KOI.

Yrpo3sl BHeIpeHHs BPEIOHOCHBIX POTPaMM M0 ceTH

CoBpeMeHHBIE BpPEJOHOCHBIE MPOTpaMMBl OCHOBAHBI Ha HCIIOJNB30BAHWU YSA3BUMOCTEH pasnuuyHoro poxa I10

(cucremMHOrO, 00IIETO, MPHUKIAJHOTO) W Pa3HOOOPA3HBIX CETEBBIX TEXHOJIOTHH, OOJIANAlOT IIMPOKHM CIIEKTPOM

BO3MOXHOCTEeH (OT HECaHKIMOHMpPOBAaHHOTO  uccienoBanus mapametpoB MCII[ln  06e3 BMmemaTtenscTBa B

¢yuknuonuposanue MCII[IH, no yumurtoxenus I1[lx u [1O UCII[IH) u moryt neiictBoBath Bo Bcex Bumax I1O

(cucTeMHOTO, IPHUKIIAAHOTO, B JpaiiBepax ammnapaTHOro 00ecredeHus u T.1.).

OCHOBHBIMH BHJIaMH BPEIOHOCHBIX IIPOTPAMM SIBIISIOTCS:

- TIPOTpaMMHBIE 3aKIAIKH;

- KJIacCHYECKHe NMPOTrpaMMHBIe (KOMITBIOTEPHBIE) BUPYCHI;

- BPEIOHOCHBIE NIPOrPaMMBI, PacIPOCTPAHSIOLIMECS 110 CETH (CETEBbIE YEPBH);

- JpyrHe BpeIOHOCHBIE ITPOTrPpaMMBbl, peiHa3HaueHHbIe Ayt ocymiectBienus HC/I.

BpenoHocHble mporpaMMbl (IIpOrpaMMBbl  MaT€MaTHYECKOTO BO3JEHCTBHS) MOTYT OBITH BHEAPEHBI BMECTE C JIaHHBIMH,

nepeaasaeMbiMu ¢ APM nonb3oBaTeneil kak MpeJHaMEPEHHO, TaK U CIIy4aiHo.

B naHHOM ciy4ae MCTOYHMKAMHU Yrpo3 MOTYT SIBISITHCS BPEJIOHOCHBIE NMPOTPAaMMBI, paclpOCTPAHSIONINECS 0 CEeTH

(cereBbIe UepBH).

Tak kax B UCIIOn JOY wucnone3yercs antuBmpycHoe I[1O, ycranoBka I10, He mpeaHa3HAUYEHHOTO IS BBIIOJTHEHUS

(hyHKIIMOHAJIBHBIX 3aa4 IT0JIb30BaTeNel, 3anpelieHa, BEpOSTHOCTh pealnu3alii yrpo3bl HYy)KHO IPU3HATh HU3KOIA.

4.4 Tlepeuens YBIIIn

Tabmuma 4.1 - Tlepeuens yrpo3 6e3omacnocta [11a B UCIT I « YO ATMP»

1. yl"p03LI YTCUKU I/IH(l)OpMa].[I/II/I 10 TCXHUYCCKHUM KaHaJlaM.

1.1.YTpo3bl yTeukn akycTuueckoi (peueBoil) HHpOpMauu

1.2.YTpo3bl yTeuku BUAOBON MH(DOpMAITHN

1.3.¥rpo3sl yreukn nadopmanmu o kanany [IDMUH

2. Yrpossl HC/I x nndopmarmu B UCIT/H.




2.1. Y rpo3sl nocryna (mpoaukHoBenus) B OC komnberoTepa ¢ ucnoias3opanueM mratHoro 1O (cpexcts OC wiu
MPUKJIATHBIX TPOTPaMM OOIIIET0 MPUMEHEHHS )

2.1.1. Yrpo3sl HEMOCPEICTBEHHOTO JIOCTYTIA.

2.1.1.1. Yrpo3sl, peanusyemsle B xoje 3arpy3ku OC.

2.1.1.2. Yrpo3sl, peauzyemble MOCe 3arpy3Ky ONEPAMOHHON CPE/IbL.

2.1.1.3. Yrpo3sl BHEIpEHMS BPEIOHOCHBIX IPOTPAMM.

2.1.2. Yrpo3sl U3 BHELIHUX CETEH.

2.1.2.1. Ananu3 ceteBoro Tpaduka.

2.1.2.2. CkaHUpOBaHHUE CETH.

2.1.2.3. BoisiBneHus napoiei.

2.1.2.4. ITony4yenust HCJ] myTrem moMeHb! 1I0BEpEHHOTO 00BEKTa.

2.1.2.5. «Otka3 B 00CITy)KHBaHUI.

2.1.2.6. Y naneHHsIi 3amycK NpUIOKESHUH.

2.2. ero:sm BHEAPCHNA BPEAOHOCHBIX IMPOrpaMMm 1o CCTu

5. ONPEJEJIEHUE AKTYAJIBHBIX YI'PO3
5.1 YpoBeHb HCXO0AHOI 3a1IMIIEHHOCTH
Onucanue cTpykTyphl paccmatpuBaeMoil UCII[IH npuBeneHo B pa3zaese 2.2 HACTOSIIETO JOKYMEHTA.

IIpu omnpeaenenun ypoBHA wucxoaHod 3amumeHHoctw MWCIIJIH ucnonb3yroTcs CHEAyIOIIME TEXHUYECKUE U
9KCIUTyaTalIOHHBIE XapaKTEPHCTHKH:

Tabnmma 5.1 - TexHuUeckue u SKCIUTyaTaioHHble xapaktepuctuku UCITx

Texandeckue u FKcIuTyaTaruoHHbele xapakrepuctuku UCITH «YO ATMP» YPOBEHb 3alIUIIEHHOCTH
==}

B
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ITo TeppuTOpPHAILHOMY pa3MelIeHHIO

pacnpenenennas UCII/IH, koTopast 0XBaThIBAET HECKOJIBKO 00JIacTei, KpaeB, OKPYTOB WM TOCyaap(
1IeTIOM

TopoJACKas I/ICHﬂH, OXBaThIBAarOIIas HE Ooiee OTHOI'O HACCJICHHOI'O ITYHKTa (ropo,ua, HOCCJ’IK&)

KOpIiOpaTHUBHAs pacupeciCHHAasA I/ICHI[H, OXBaTbIBarollass MHOT'UE MOJAPA3ACIICHUSA OHHOﬁ OpraHu3sg

noxanbHast (kamirycHast) UCIT/IH, pa3BepHyTast B Ipejiesiax HECKOJIBKUX OJIM3KO pacIioioKEeHHbIX 31

nokanpHast CIIH, pa3BepHyTast B peiesiaX OJJHOTO 3AaHUs




ITo HaMM4YMIO COeNMHEHNS C CETSIMH O0IIEro MoJIL30BaHUS

NCII/I#H, uMero1as MHOTOTOUYEUHBIH BBIXO B CETh OOILET0 MOIb30BaAHUS

NCIIIx, uMerommas 0AHOTOYEUYHBIH BEIXO B CETh OOINET0 MOIb30BAHUS

NCIIH, ¢pu3ugecku oTACTICHHAS OT CETH OOIIETO TOIB30BaHU

ITo BcTpoeHHBIM (J1erajIbHBIM) OIIEPALMSAM € 3ANUCAMH 023 1ePCOHAIBHBIX JAHHBIX

YTCHHUC, ITIOUCK

3aIlUCh, yaJIeHUE, COPTUPOBKA

MoauQuKalys, nepeaada

Ilo Pa3srpaHu4€eHuI0 10CTyNA K NEPCOHAJIBHBIM JaHHBIM

Texaudeckue u sKkcIuTyaTanuonHsle xapakrepuctuku UCITIH «YO ATMP»

YpoBeHb 3alUILIEHHOCTH

Cpenuuii
Huzkuii

NCTI/IH, k KOTOpOW UMEET JOCTYI OIpeIeICHHBIN MepeYeHb COTPYIHUKOB OpTaHU3aIluH, SBIISIOIIE
BiagensieM UCIIIH, mu6o cyosekt [1/1H

NCI1/IH, k KOTOPO# MMEIOT TOCTYH BCE COTPYAHUKH OpPTraHU3aIiH, sBistommeiics Bragensiem NCIT)

UCTIH ¢ OTKPBITBIM AOCTYIIOM

Ilo nannuuio coequnennii ¢ gpyrumu 6azamu IIn unsix UCIIAn

WuTerpuposannas UCIIu (opranmsanus uconb3yeT Heckonbko 0a3 [11u UCI1/Ix, mpu sToM
OpraHM3alls He ABJIETCS BIAACIbIEM BCeX UCTIONb3yeMbIX 0a3 I1/1H)

NCTI/IH, B koTOpO# HcToNb3yeTcs oaHa 6a3a [1J]H, npuHaanexarias opraHu3aliy - BIaIeibIly JaH
NCIIan

ITo ypoBHto 06006menus (06e3mnunBanus) [T/

I/ICHI[H, B KOTOpOﬁ MpeaoCTaBISICMbIC TTOJIB30BATCIIO JAHHBIC ABJISIIOTCS 00€3IMYECHHBIMH (Ha YPOBH
OopraHusaliyu, 0Tpaciu, O6J'IaCTI/I, peruoHa n T.,H.)

NCIIdH, B KOTOPO# JaHHBIE 00E3THYNBAIOTCS TOIBKO MPH IIepeiade B IpyTHe OpraHu3aluy 1 He
00€3JIMUEeHBI IPU MPEJOCTABICHUH TOJIb30BATEII0 B OPraHU3ALUH

WCII[IH, B KOTOPOH MpeocTaBIsieMbIe IT0JIb30BATENIO JAHHBIE HE SBIISIOTCS 00E€3IMYEHHBIMH (T.€.
NPUCYTCTBYET MH(OpManus, MO3BOJSIOMas HASHTUGUINPOBaTh cyobekTa [1/1H)

ITo o0bemy I1/IH, KOTOpBIe NPeAOCTABIAIOTCS CTOPOHHUM noab3oBaTenam UCIIIx 6e3
NpeABAPUTEIbHOI 00padoTKH

NCTIn, npenoctasittomast Beto bJ ¢ IT/1x

NCTIn, npenocrasisttomast yactsb 11 H




WCII/IH, He npenocTaBIsiONIMe HUKAKOH HHpOpMAaLn

KonnuecTo perienuii 3 2

OO0lee KOIMYECTBO peLIeHHH 7

UCIOun JOYumeeT cpenHuil ypoBeHb HCXOTHOM 3alIUIICHHOCTH ¢ ko3 ummentom Y 1=5.

5.2 Onpenenenne aKTyaJbHBIX YIPO3

OmnpezeneHne akTyalbHbIX YIPO3 MPOU3BEEHO B COOTBETCTBUHU ¢ «METOMUKOHN ONpeeieH s aKTya bHBIX YIPO3».
Tabnura 5.2 - OnpeneneHne aKTyalTbHBIX yTPo3

HaumenoBanue yrpo3st Y, |Y Peamuzyemocts |OnacHOCTB AKTyalpHOCTb

Yrpo3sbl yreuku nHpopManuu M0 TEXHUYECKHMM KaHaJIaM

YTrpo3bl yTEUKH aKyCTHUCCKON HH(POPMAITUH 0 0,25 Huzkas Cpenusis HeaxryanbHas
Yrpo3sl yTeuky BUIOBON HH(GOpMAIIUU 2 0,35 Cpenusis Cpenusis AkTyanbHas
Yrpo3ssl yreukn uHpopmaiuu 1o kanany [IDMUH |0 0,25 Huskas Cpenusist HeaxryanbHas

Yrposst HCJI k ungopmanuu B UCII/In

Yrpo3bl HenocpeacTBEHHOT0 I0CTYa

Yrpo3ssl, peanuzyemMbie B xoe 3arpy3ku OC 10 0,75 Bricokas Bricokas AxTyanbHast

YTpo3kl, peanuzyeMble TTocie 3arpy3KH OlleparioH

cpens! 10 0,75 Bricokas Bricokas AxTyanbHas
Yrpo3sl BHEAPEHHS BPEIOHOCHBIX IIPOrpamMM 2 0,35 Cpennsist Bricokast AxTyanbHas
Yrpo3bl y1ajieHHOT0 10CTyna

AHanu3 ceTeBoro Tpagpuka 10 0,75 Bricokas Bricokas AxTyasnbHas
CkaHHpOBaHHE CETH 10 0,75 Bricokas Bricokas AxXTyanpHas
YTpO3bI BEISBICHUS APOIIT 2 0,35 Cpenusist Bricokas AKXTyanpHas

VYrpo3ssl nonyuenust HC/I mytem noameHs! 1oBepeH

10 0,75 Bricokas Bricokas AktyanbHas
00BeKTa
VYrpo3ssl THna «OTKa3 B 00CITy>KUBAHUI 10 0,75 Bricokas Bricokas AxTyansHas
VYTpo3bl yAaIeHHOTO 3aIlycKa MPUII0KEHUN 2 0,35 Cpennsist Bricokas AktyanbHas

VYTpo3bl BHEAPEHHUS 110 CETH BPEAOHOCHBIX IIpOrpay 2 0,35 Cpennsist Beicokas AxrtyanbHas




6. OPTAHU3AIIMOHHO-TEXHUYECKUE TPEBOBAHMUS 6.1 O61ne TpeGoBaHusi MO o0ecnevYeHuIo

0e30macHOCTH

1 [ns obecneuenus 3-ro yposHs 3amumenHoctr [1/1a npu ux o6pabdotke B UCIIJr JOY HE00X0ANMO BBHITOTHEHHE

crenyromux TpedoBanuii: [5]

- opraHm3anmms pexnMma oOecrmedeHHss 0€30MacHOCTH TIOMENIeHHWH, B KoTopbix pasmemenHa HWMCII[Ja OV,
MPENATCTBYIOIIEr0 BO3MOXKHOCTU HEKOHTPOJIHPYEMOTo IMPOHMKHOBEHHUs WM NpeObIBaHMS B OTHX IOMEIIEHHSX JIUI[, He
UMEIOIUX NpaBa AOCTYIA B 3TU IIOMEILEHUS;

- JIOJDKEH OBITh ONpeJelieH MOPSJOK MCIIOJIb30BaHUS BHEITHUX CMEHHBIX HaKOIMTENEH, BECTUCH )KYPHAIl ydeTa CMEHHBIX
HakomnuTesnei. J{omKHO OBITh 3aNpPeIIeH0 HCIOIB30BaHMUE 00X HECAHKIIMOHMPOBAHHBIX BHEITHUX HAKOMUTENEH;

- yTBepxaeHHE pyKoBoauTesneM OmepaTropa JOKyMEHTa, ONPEAENSIOIIero IepedeHb JHUI, AOCTyn KOoTopelx k ITJIH,
obpabateiBaembiM B UCIT/IH JIOY, He0OX0AUM TSl BBITIOTHEHHSI UMU CIYKEOHBIX (TPYIOBBIX) O0sI3aHHOCTEH;

- mcronb3oBarne C3U, mpomeamux mpouenypy OLEHKH COOTBETCTBHS TPeOOBaHUSAM 3aKOHOAATENhCTBa Poccuiickoit
Oenepamyn B 061acTH o0ecrieueHUs 0e30MacCHOCTH MHPOPMAIIHH, B CIIydae, KOTa IPUMEHEHHE TaKIX CPEACTB HEOOXOAUMO
JUIS HEWTpallN3alni aKTyalbHBIX yIPO3;

- skcrryatanus VCIIJr JIOY momkHa OCYIIECTBIATHCS B IOJHOM COOTBETCTBHUH C YTBEP)KICHHOW OpraHHW3aIllOHHO-
TEXHUYECKOH M IKCIUTyaTal[MOHHOMN JOKYMEHTallUeH C y4eToM TpeOOBaHWN M IIOJIOKEHWH, M3JI0KCHHBIX B HACTOSILEM
JOKyMEHTE;

- Bce texuuueckue cpeacrsa UCITun JJOY nomkHbl HaXoauThes B nmpeaenax K3;

- JIOJDKHA OBITH OIpeJiesieHa MaTpulia TOCTyNa WU HOJIHOMOYHN CyOBEKTOB NOCTYIa 110 OTHOLICHHUIO K 3allHIaeMbIM
MH(OPMaLMOHHBIM pecypcam;

- IOJDKHO OBITh HA3HAYEHO JOJDKHOCTHOE JIUIO (pabOTHHK), OTBETCTBEHHOE 3a obecneueHue OezomacHocTu [1/]n B UC.

2. Mepomnpusatus no obecneueHuto Oe3omacHocTu IIJ[H HOJKHBI OBITH OTpa)K€Hbl B HMHCTPYKLUSX HIH JPYTHX

YTBEPKIACHHBIX JOKyMEHTaX, ONPEISIIAIOIINX:

- TOPAJOK U3MEHEHHS COCTaBa M KOH(QUTYPAINN TEXHUYECKUX U TPOTPAMMHBIX CPE/CTB;

- mopsaaok pomycka nosszoBareneit k UCIIAn JOVY;

- nopsaaok npumenenus C3U1 or HCJJ;

- 0053aHHOCTH ¥ OTBETCTBEHHOCTH a]MUHHUCTPATOPOB OE30I1aCHOCTH;

- TOPSAA0K KOHTPOJIA 32 BHIIIOJHEHUEM MEPONPHUATHIA IO 00ECTIEYCHHUIO 3aIINTH HHpOpMaIyy.

3. JomxkeH ObITh ompeesieH nopsaaok oopadotku [1/1a 8 UCIT O JOVY.

6.2 TpebdoBaHMs K Me:KCETEBOMY IKPAHUPOBAHHMIO

1 JlomkHO TpUMEHAThCA MexceTeBoe dkpaHupoBanue cermenta WCIIIn OV [omkeH mnpumeHsTbes MD,
ceptudurmpoBanasiii @CTIK Poccun, cOoTBETCTBYIONTHHA TPeOOBAaHIM [0 YPOBHIO 3alUIIEHHOCTH He HIDKe 3 kiacca. [11]

2. Tlpu nepenaue nanubix UCIIJu OV yepes ceTb MHTEpHET HOJKHBI HCHONB30BAThCS CEPTH(GUIMPOBAHHBIE B
YCTaHOBJIICHHOM TIOPSIKE AJTOPUTMBI IH(POBAHMSI.

3. JlomxeH ObITh chopMUpPOBaH M YTBEPXKICH INEPEUCHb PECYpPCOB U CETEBBIX CIYXO0, K KOTOPBIM paspemieH J0CTyI
nonp3oBarensiMm UCIT I JIOY.

4. JlomKeH OCYIIECTBIISITHCS MEPHOJMYECKHI aHanM3 MHpaBwil OE30IacCHOCTH, YCTAaHOBJIEHHBIX Ha MO, Ha OCHOBe
umuTanuu BHeHUX atak Ha UCITdx JOVY npu nomoum cucreM aHalIM3a 3alluIEHHOCTH.

6.3 Tpedosanus k 3ammute ot [IMB

Jns obecnedenus 3amutel nHpopMannoHHEIX pecypcoB MCIIAr AOY ot [IMB nommkHBI TpUMEHSATBCS CpPEICTBa

AHTUBHUPYCHOM 3aIIMUTHI He HIKe 4 knacca.[H]

6.4 Tpeooanusi no 3ammure or HCJl k undopmanun

WCIT[In AOY nomkHa cooTBeTcTBOBaTh TpeOoBaHusM mo 3amute uHbopmaumum or HCJ] x WCIIH 3-ro ypoBHs

3AIUIIEHHOCTH C YIETOM CIICIYIOIINX TPeOOBaHMI:

1 J[lomkxHO OBITH 3alPEIIEHO WCIIOIB30BAaHUE JIIOOBIX BHEIIHMX CMEHHBIX HAaKONMWTENeH, KpoMe [OIyIICHHBIX B
YCTaHOBJICHHOM IOPSAKE K HCIOIb30BAHUIO B CUCTEME;

2. JlomkHO OBITH 3ampenieHO HCIOJb30BaHUE BCEX CETEBBIX MHTepdeiicoB, kpome padoyero mHrepdeiica Ethernet,
KOTOpBIE MOTYT HCHOJIB30BAaThCA U HECAHKIHOHWPOBAHHOTO MOAKIIOUEHHUS NPOBOJHBIX M OECIPOBOAHBIX  CETEBBIX
yerpoitcts (WiFi, Bluetooth, mHdpakpacHsle nepenaTankn);

3. Jlng WCKIIOYeHUsT BO3MOXXKHOCTHM HE JJOBEPEHHOW 3arpy3KH JOJDKHAa OBITH 3alpelleHa 3arpy3ka ¢ JIOOBIX Jpyrux
HaKOIUTENEH, KpOMe JKECTKOTO AUCKA;

4. JIOMKHBI YYUTHIBATHCS TPEOOBAHMUS HOPMATHBHBIX TOKYMEHTOB 110 YPOBHIO CIIOKHOCTH MCIOJIB3YEMBIX ITapOJei;

5. Tlomp3oBatemm UCII[u JJOY He OOKHBI MMETh KaKUX-THOO aIMHHHUCTPATHUBHBIX MOTHOMOYHHA Ha pabodmx
cranmusax UCTI/H;

6. JIo/KHO MPOM3BOANTHCS OINlEYaThIBAHHE CUCTEMHBIX OJIOKOB;

7. Tpebyercsa WHCIONB30BAaHUE CHEIUAIM3UPOBAHHBIX MPOTPAMMHBIX MWiH anmapaTHeix C3M,  HacTpOoeHHBIX B
cootBercTBUU ¢ Tpebosanmsamu 1 UCII[IH 3-ro ypoBHS 3aIIMIIEHHOCTH.

6.5 TpedoBanus k ncnoab3dyembim CK3U

B cBs3u ¢ tem, uro mis UCIIAr «YO ATMP» tpebyercs obGecneueHue 3-ro ypoBHs 3amumenHoctu [1JJH, n

aKTyaJIbHBI YTpo3bl 3-ro TUMa, Tpedyercs ucnonab3oBanne CK3U knacca KC1 u Bore. [12]

6.6 TpedoBanusi mo 3auuTe HHGOPMALNH OT YTEUKH N0 TeEXHNYeCKNM KaHa1aM TpedoBaHust 1o 3a1IuTe OT YTeUKH

aKyCcTH4ecKoll (pedeBoii) HHpopManuu



B UCII[Ja AOY nomkHBI OTCYTCTBOBaTh (YHKIHMH rosiocoBoro BBonma [IJIH u (wim) ¢yHKIMU BocmpousBeaeHus [11H

aKyCTHIECKUMH CPEICTBAMH.

TpeGoBaHus 1o 3a1UTe OT YTeYKH BUI0BOI HHGopMauun

JomxkHo obecredynBaThCS HUCKIIOYCHHE IPOCMOTpPa IIOCTOPOHHUMH JIMIIAMH TEKCTOBOM M Trpaduyeckoil BHUIOBOM

uHpOpManuH, OTOOpakaeMOl YCTpOWCTBaMH OTOOpakeHUS WH(GOpPMAIMA CPEACTB BBIYUCIUTEIHHON TEXHUKH,

WHPOPMAINOHHO-BEIYUCITUTEIHFHBIX KOMIUIEKCOB, TEXHHYECKHX CpEeACTB 00paboTKHM Trpadudeckoi, BHAeO M OYKBEHHO-

udporoii nadopmarmu, Bxoasmux B cocras UCITIu IOV

TpeOoBaHns no 3amuTe 0T yTeukd nH(popmanun no kanaaam IIDMUH

1 Cucrema »3JIEKTPONUTAHUS W 3a3eMJICHHS JIOJDKHA COOTBETCTBOBAaThH TpeOoBaHusiM «lIpaBun ycrpoiicTBa
31eKTpoycTaHoBOK (ITYD)».

2. Texuuueckue (anmapatseie) cpenctBa MWCII[n JAOY, mnpumensemsie ans oOpaborku I[I/IH, JOIDKHBI
COOTBETCTBOBATh TPEOOBaHMSM CTaHAAPTOB P®d 1o »IEKTPOMAarHUTHON COBMECTHMOCTH, OE30MaCHOCTH M CaHUTapHBIM
HOpMaM.

3. BUCIHAua AOY momxusr npumeHsats CBT He HIDke 5 Ki1acca.

7. 3AILIATA OT YI'PO3 ITPU BBITIOJTHEHUY TPEBOBAHUI 11O BE3OITACHOCTH I/In

[IpuBenenHas HmKe TaONHWIla COMOCTaBIACT KaXJoH akTyambHOW yrpo3e (Tabmuma 5.2) ompenenéHHEBIE

TEXHHYECKHE CPEACTBa 3aIMUTHl W (WIHM) OPTraHW3aLHOHHbIE MEpbI, O0ECHEYMBAIOIINE HEWTPAIN3AIMIO YIPO3

(Tabmuma 7.1).

Tabmura 7.1 - Peamzarust Mep 3aimThbl

o Pt g s
YTpo3Bl yTeUKH aKyCTHIEeCKON HH(OpMAIH 6.6
YTpo3bI yTeUKH BUAOBOI HHPOPMALIIN 6.6
Yrpo3s! yredkn rHpopMarrm 1o KaHary [IDMUH 6.6
Yrpo3sl, pearmsyeMbie B xoze 3arpy3ku OC. 6.4
Yrpo3sl, pearmzyemble ocie 3arpy3ku OC. 6.4
Yrpo3bl BHEIPEHHS BPEOHOCHBIX POIPAMM. 6.3
Amnamm3 ceTeBoro Tpaduka 6.2
CKkaHHPOBaHHUE CETH 6.2
Y036l BEISBIICHUS MTAPOIIS 6.1,6.3
Yrpo3sl nonydennss HCJ] myTem o iMeHbI JOBEPEHHOTO O0OBEKTa 6.2
VYrpo3s! Tnna «OTKa3 B 00CITy>KHUBAHUID 6.2
VYrpo3bl yaieHHOTO 3aIycKa NPHII0KEHHI 6.3
Yrpo3bl BHEIPEHUsI TIO CETU BPEAOHOCHBIX IPOrpamMM 6.3

8. 3AK/IIOYEHUE

C uCIonb30BaHUEM COCTABJICHHOTO IepeyHsl akTyalbHbIX yrpo3 (TaOmuma 5.2) Ha ocHose [5], [11] u cdopmymmpoBaHHBIX
OpraHW3aIMOHHO-TEXHHYECKNX TpeOoBanuii (pazaen 6) mo 3ammre [ mpm ux obpaborke B HCII/In OV, nomkxeH
OCYIIECTBISTHCS BHIOOP MPOrpaMMHBIX U TexHudeckux C3U, mmst ucronk30BaHust pu MojepHi3aiyu 1 dkcmryatamuu C3I11x
NCIJa JOY.

IIpu BBIOOpE mporpamMmHBIX K TexHHYecKknx C3U TpebyeTcss MCHONB30BaTh CEPTH(HUIIMPOBAHHBIE B YCTAHOBICHHOM IOPSIKE
C3U, cornacHo [punoxernuro Nel.[11]
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